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MEMBERS

MEETING LOCATION

John Lapham, Dawn Bales, Bob Knoblauch

MINUTES:

Monday, March 18, 2019 – 10:00 a.m.

PRESENT:

Commissioners Lapham, Bales, and Knoblauch

ALSO PRESENT:
I.

Committee Room, 2nd Floor
Old Courthouse, 301 N. Main Street, Adrian, MI 49221

Susie Dice, Martin Marshall, Kim Murphy, and Rebecca Borton

Approval of Minutes

Motion by Bales, supported by Lapham, to approve the minutes of the February 19, 2019
meeting. Motion carried.
II.

Green Initiative Policy
A clean draft was submitted for review.

Motion by Bales, seconded by Lapham, to recommend approval of the amended Green
Initiative Policy to the Board of Commissioners. Motion carried.
III. Personnel Handbook
A copy of the proposed handbook was distributed to department heads. Susie Dice had
a few suggestions.
The Health Department recommended adding language in support of breastfeeding and
providing accommodations. There was discussion and the committee concluded that
since the FSLA covers providing reasonable break time and a place for nursing
mothers, it is not necessary to include it in the Personnel Handbook.
The County weather emergency section does not specifically state that the county
never closes because there could be a circumstance where the County closes by order
of the Chair through a determined process.
Susie also shared her concern over having to exhaust paid leave prior to receiving
FMLA benefits. She suggested that consideration be made for mothers returning to
work. It would be a great support system if they could reserve a few paid days in the
event they need it.
The IT Policy is now separate document and in the Personnel Handbook by reference
only.
Motion by Knoblauch, seconded by Bales, to recommend approval of the Personnel Handbook
to the Board of Commissioners. Motion carried.
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IV. Information Technology & Security Policy
The IT Policy was reviewed.
The data records and retention section will become more inclusive over the next several
months as the county’s retention policy is updated.
Motion by Bales, seconded by Knoblauch, to recommend approval of the Information
Technology and Security Policy to the Board of Commissioners. Motion carried.
V.

Old Business / Under Review
A. Credit Card Policies: A new credit card program has been initiated, and the
amended policy should be available next month. There are some individual store
cards that will remain active.

VI. New Business
Human Services Building Regulations: The Human Services Building Usage
guidelines are to be reviewed at HSB Department Head meeting.
A. Motor Vehicle Use Policy: This policy is directed to employees assigned to a
county-owned vehicle, and to those that use their personal vehicle for countybusiness use. Marty reviewed his recommended changes.
There was discussion regarding a paragraph under Motor vehicle driving status
and history checks section. The committee agreed that the paragraph regarding
an employee immediately reporting the suspension, revocation or restriction of their
driver’s license to their department head, should remain in the policy.
The amended draft policy will be brought back next month for consideration.
Susie Dice commended the policy; she found it to be beneficial and enlightening.
B. Condition Red Guidelines: This guideline was sent to Craig Tanis and Sheriff
Bevier for review. It will be followed up at next month’s meeting.
C. Other New Business: The April meeting is set for the 15th at 10:00 a.m. Susie
Dice will follow up on the Health Department Residential Onsite Sewage Disposal
Program
VII. Adjournment
Motion by Knoblauch, seconded by Bales, to adjourn the meeting at 10:43 a.m. Motion carried.
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PURPOSE
The purpose of this policy is to acknowledge that in order to minimize environmental impacts
and to support recycling and green ethics, Lenawee County will use its best efforts to commit to
environmental, economic, and social stewardship through green practices for County facilities,
buildings, supplies, and services. Also, this policy will establish the framework for developing
an environmental focused program for Lenawee County. As a large consumer of goods and
services, the County Board expects the implementation of this policy to:
1. Contribute to the realization of the Board’s stated goal of protecting, conserving, and
enhancing the region’s environmental resources,
2. Yield cost savings to County taxpayers through reduced operating costs,
3. Provide a healthy work environment for County employees and visitors to County
facilities and buildings,
4. Promote the program to all employees and organizations in and around Lenawee County
Government, and
5. Help establish a community standard of green practices for Lenawee County.
BOARD RESOLUTION
On November 12, 2008, the Board of Commissioners adopted a resolution for the
implementation of a Countywide Policy instructing that all County departments implement the
County’s Energy and Environmental Programs for energy conservation and environmental
stewardship.
In coordination with each County department, the Purchasing and Maintenance Departments will
have overall responsibility for this program. This will include establishing appropriate standards
for “green” purchasing, assessing cost effectiveness and making recommendations regarding
products, equipment and practices.
To implement the County’s “green initiatives”, our County departments will be tasked to support
the green practices of this policy.
BASIC GREEN PRACTICES AND USES of this policy include:
1. Conservation of natural resources and minimize environmental impacts such as pollution
and use of water and energy;
2. Institute practices that minimize the creation of waste and reduce materials that are put
into our landfills;
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3. Institute practices that reduce waste by increasing product efficiency and effectiveness
and to reuse materials until their life is expended or impractical;
4. Recycle whenever it is economically feasible to do so and purchase products and
equipment with a minimum of packaging.
5. Support strong recycling markets by purchasing products that include recycled content,
are durable and long lasting, conserve water and energy, use agricultural fibers and
residues, reduce greenhouse gas emissions, use unbleached or chlorine free
manufacturing processes, and use wood from sustainable harvested forests;
6. Increase the use and availability by purchasing environmentally preferred products that
minimize environmental impacts, toxics, pollution and hazards to worker and community
safety to the greatest extent practicable and to encourage manufacturers and vendors to
do the same;
7. Maintain sustainable building practices which promote environmental quality, economic
vitality, and social benefit through the design, construction and operation of the built
environment to the fullest extent possible unless it is unreasonably expensive or does not
meet the performance requirement;
8. Will maintain a fleet of vehicles that can reduce gasoline consumption with proper
servicing and use of alternate fuels;
9. Create a model for successfully purchasing environmentally preferable products that
encourages other purchasers in our community to adopt similar goals; and
PURCHASING PROCEDURES AND STANDARDS
The purchasing and use decisions of our employees and contractors can positively or negatively
affect the environment. By including environmental considerations in our procurement
decisions, along with our traditional concerns with price, performance and availability, we will
remain fiscally responsible while promoting practices that improve public health and safety,
reduce pollution, and conserve natural resources.
Purchasing Environmentally Preferable Products (See Appendix A): The County Purchasing
and Maintenance Department will be responsible for:
1. Working with other governmental purchasing groups, departments and agencies to
determine appropriate standards for green purchasing.
2. Providing guidance and assistance to County departments to evaluate green products.
3. Participating with teams to evaluate various types of products where the cost
differential is great and/or the products are not considered good substitutes.
4. Assessing and making recommendation on the use of price preferences.
5. Searching for local suppliers, where feasible, to reduce transportation costs and
support the local economy.
6. Look for additional ways to reduce/reuse/recycle within the County’s building
complexes.
7. Maintaining data and issuing reports related to the County’s progress in
environmental purchasing to the Administrator and Board of Commissioners as
requested.
8. Establishing central purchasing agreements with a catalogue of environmentally
friendly and energy efficient products and to modify our existing agreement data
bases for the easy identification of green products.

Green Initiative Policy
April 10, 2019 ~ Page 3 of 11

In establishing countywide commodity agreements, the County’s Purchasing and
Maintenance Departments will specify the requirement for environmentally preferable
products where applicable, and will evaluate product alternatives where appropriate. This
evaluation would include: consideration of total costs expected during the time a product is
owned, including, but not limited to, acquisition, extended warranties, operation, supplies,
maintenance, disposal costs and expected lifetime of a product(s) as compared to other
alternatives. Factors to consider in the evaluation and/or award process:
A. Products that are durable, long lasting, reusable or refillable will be preferred
whenever feasible.
B. Wherever possible, suppliers of electronic equipment, including but not limited to
computers, monitors, printers, and copiers, be requested to take back equipment
for reuse or environmentally safe recycling when the County discards or replaces
such equipment; and
C. All suppliers may be required, where applicable to use and recycle packaging
material used for product delivery.
Remanufactured Products: The County should actualize the purchase of remanufactured
products such as laser toner cartridges, furniture, and equipment whenever practicable, but
without reducing safety, quality, or effectiveness.
COUNTY DEPARTMENT RESPONSIBILITY - GENERAL
Under the delegated authority of the County Purchasing and Maintenance Department,
departmental buyers are responsible to evaluate short-term and long-term costs in comparing
product alternatives. Through Purchasing and Maintenance Department agreements, it is
strongly recommended that Departments be required to:
1. Purchase only recycled-content bond paper.
2. Purchase energy-efficient products in order to conserve electrical power, reduce peak
power consumption, lower energy costs, provide market leadership and support energyefficient purchasing by County Government.
3. Review and use “green” product alternatives in County and other authorized government
agreements.
4. Report findings of product research to the Purchasing or Maintenance Department for
permanent record.
Conservation and Waste Reduction: Wherever practicable and cost-effective, departments are
responsible to institute practices that reduce waste and result in the purchase of fewer products
without reducing safety or workplace quality. Examples would include:
 Using electronic communication instead of printed.
 Using double-sided photocopying and printing.
 Using washable and reusable personal dishes and utensils.
 Using rechargeable batteries.
 Streamlining and computerizing forms.
 Using “on-demand” printing of documents and reports as they are needed.
 Leasing long-life products when service agreements support maintenance and repair
rather than new purchases.
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Choosing durable products rather than disposable.
Buying in bulk, when storage and operations exist to support it.
Re-using products such as, but not limited to file folders, storage boxes, office supplies,
and furnishings.

Understanding of County’s Green Initiative: Every County department is responsible to
ensure that their respective employees, contractors, and vendors are fully aware and supportive
of the County’s initiative to purchase environmentally preferable goods and services. To this
end, departments are responsible to exercise due diligence in their procurement decisions as well
as procurements made by their contractors and consultants, promoting the purchase and use
environmentally preferable products whenever cost effective, and to the extent practicable for all
work completed on behalf of Lenawee County.
PURCHASING OF OFFICE EQUIPMENT
Solicitation for Equipment or Products: In purchasing other types of equipment, the County
will make every effort to look for the Energy Star® rating for energy efficiency (See Appendix
B). Wherever practicable, when equipment or product purchases where Energy Star® labeled
products are available, County Departments and Agencies are expected to include an energyefficiency requirement component to their solicitation to purchase those products that meet the
recommended standards. Examples of these products include, but not limited to computers,
monitors, printers, photocopiers, and facsimile machines.
Energy Star Rating: The benefits of purchasing Energy Star® labeled and Federal Energy
Management Program (FEMP) recommended products include:
 Reduced energy costs without compromising quality or performance
 Significant return on investment
 Extended product life and decreased maintenance
Products purchased by the County, and for which the U.S. Environmental Protection Agency
(EPA) Energy Star® certification is available, for all intent and purpose meet Energy Star®
certification when practicable. When Energy Star® labels are not available energy-efficient
products should be purchased that are in the upper 25% of energy-efficiency as designated by the
FEMP. A listing of Energy Star® approved products, as well as the formula for determining
Life Cycle Costs is available through the U.S. EPA.
CONSTRUCTION AND BUILDINGS
County Buildings and Energy Efficiency: Construction, remodel and maintenance of all
County buildings will recognize current energy code requirements and best practices in energy
efficiency to reduce energy costs. The design, construction and maintenance of buildings will
maximize the useful life of buildings to obtain the best return on investment of County funds. To
the extent reasonably possible, County buildings will seek current energy ratings such as Energy
Star rating and LEED certification, however, the primary focus will be on County buildings that
have a long useful life and an efficient operational model.
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Energy and Water Conserving Equipment: Energy-efficient equipment should be purchased
with the most up-to-date energy-efficiency functions, where applicable. This includes, but is not
limited to, high efficiency space heating systems and high efficiency space cooling equipment.
When practicable, the County will replace inefficient lighting with energy efficient equipment.
The County will investigate and purchase water-saving products whenever practicable. For
upgrades to water fountains, bathrooms, and other areas that use water in some method,
consideration will be given to the use of water conserving equipment.
Toxins and Pollutants: To the extent practicable, no cleaning or disinfecting products (i.e. for
janitorial use) should contain ingredients that are carcinogens, mutagens, or teratogens. These
include chemicals listed by the U.S. EPA or the National Institute for Occupational Safety and
Health (OSHA) on the Toxins Release Inventory. When maintaining buildings, the County will
look to use the lowest amount of volatile organic compounds (VOC’s), highest recycled content,
and low or no formaldehyde when purchasing materials such as paint, carpeting, adhesives,
furniture and casework. The County can reduce or eliminate its use of products that contribute to
the formation of dioxins and furans. This includes, but is not limited to:
 Purchasing paper, paper products, and janitorial paper products that are unbleached or
that are processed without chlorine or chlorine derivatives, whenever possible. Paper,
paper products and construction products made from non-wood, plant-based contents
such as agricultural crops and residues are encouraged whenever practicable.
 Eliminating the purchase of products that use polyvinyl chloride (PVC) such as, but not
limited to office binders, furniture and flooring, whenever practicable.
Landscaping: Workers and contractors providing landscaping services for the County are
encouraged to employ sustainable landscape management practices whenever possible,
including, but not limited to integrated pest management, grass-cycling (leaving grass clipping
on lawn when mowing), drip irrigation, composting, and procurement and use of mulch and
compost that give preference to those produced from regionally generated plant debris, animal
waste recycling, and/or food waste programs.
Hardscapes and landscape structures constructed of recycled content materials are encouraged.
VEHICLES
When purchasing vehicles and motorized equipment, County departments will consider the fuel
efficiency and life expectancy of purchased item. Departments will purchase the most fuelefficient option that best fits the specific vehicle requirements.
Departments are encouraged to purchase flex-fuel vehicles if such vehicles result in cost and fuel
savings.
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BALANCING ENVIRONMENTAL CONSIDERATIONS WITH
PERFORMANCE, AVAILABILITY AND FINANCIAL COST
Lenawee County is committed to procuring environmentally preferable goods and services
wherever they meet performance standards and requirements of the County at a competitive cost.
Nothing in this policy shall be construed as requiring a purchaser or contractor to procure
products that do not perform adequately for their intended use, exclude adequate
competition, or are not available at a reasonable price or in a reasonable period of time.
However, when comparing product costs, the County does not focus exclusively on the quoted
vendor pricing but also the costs over the life of the product, which includes the initial cost along
with maintenance, operating, insurance, disposal, recycle or replacement, and potential liability
costs. Examining life cycle costs will save money by ensuring we are quantifying the total cost
and environmental stewardship of ownership before making purchasing decisions.
PASSED BY ROLL CALL VOTE of the Lenawee County Board of Commissioners at a regular
meeting held Wednesday, April 10, 2019, in the Old County Courthouse, Adrian, Michigan.

David Stimpson, Chair

Roxann Holloway, County Clerk
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APPENDIX A
Defining Environmentally Preferable Products: All products for which the United States
Environmental Protection Agency (U.S. EPA) has established minimum recycled content
standard guidelines, such as those for printing paper, office paper, janitorial supplies,
construction, landscaping, miscellaneous, and non-paper office products, will be scrutinized to
contain the highest post-consumer content practicable, but no less than the minimum recycled
content standards established by the US EPA Guidelines.
In general, environmentally preferable products and services are those that would have a reduced
effect on human health and the environment when compared with competing products and
services. More specifically, this comparison would include consideration of all phases of the
product’s life cycle, including raw materials, acquisition, production, manufacturing, packaging,
distribution, operation, maintenance and disposal, including potential for reuse or ability to be
recycled. In practice, the objective is to purchase products that have reduced environmental
impact because of the way they are made, used, transported, stored, packaged, and disposed of.
It means looking for products that do not harm human health, are less polluting and that
minimize waste, maximize use of bio-based or recycled materials, conserve energy and water,
and reduce the consumption or disposal of hazardous materials. When determining whether a
product is environmentally preferable, the following standards should be considered:
Biobased
Biodegradable
Carcinogen-free
Compostable
Low toxicity
Made from renewable materials
Recycled content, Reusable

Heavy metal free (i.e., no lead, mercury, cadmium)
Low volatile organic compound (VOC) content
Energy, Resource and Water efficient
Bio accumulative toxic (PBT) free
Chlorofluorocarbon (CFC) free
Reduced packaging, Refurbished
Reduced greenhouse gas emission
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APPENDIX B
LEED: A voluntary certification program that can be applied to any building type and any
building lifecycle phase, and is an internationally recognized green building certification system,
providing third-party verification that a building or community was designed and built using
strategies aimed at improving performance across all the metrics that matter most: energy
savings, water efficiency, CO2 emissions reduction, improved indoor environmental quality, and
stewardship of resources and sensitivity to their impacts.
Developed by the U.S. Green Building Council (USGBC), LEED provides building owners and
operators a concise framework for identifying and implementing practical and measurable green
building design, construction, operations and maintenance solutions. It promotes a wholebuilding approach to sustainability.
LEED is flexible enough to apply to all building types – commercial as well as residential. It
works throughout the building lifecycle – design and construction, operations and maintenance,
tenant fit out, and significant retrofit. An organization’s participation in the voluntary and
technically rigorous LEED process demonstrates leadership, innovation, and environmental
stewardship.
Key Performance Areas:
Sustainable Sites, Water Efficiency, Energy & Atmosphere, Material & Resources, Indoor
Environmental Quality, Locations & Linkages, Awareness & Education, Innovation in Design,
and Regional Priority.
USGBC: Intro – What LEED Is, What LEED Measures, What LEED Delivers
Energy Star: Energy Star is a labeling program derived from a partnership between the U.S.
Environmental Protection Agency (EPA) and the U.S. Department of Energy (DOE). All
products displaying the Energy Star label meet Federal Energy Management Program (FEMP)
standards. Typically, this means that labeled products are in the top 25 percent of all similar
products when ranked by energy efficiency, and use 25 to 50 percent less energy than their
traditional counterparts.
This program helps to save money and protect the environment through energy efficient products
and practices. A strategic approach to energy management can produce twice the savings for the
bottom line and the environment. This strategy helps in measuring current energy performance,
setting goals, and tracking savings.
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APPENDIX C
Cost Analysis: Even where energy-efficient products usually have a higher purchase price than
their less efficient counterparts, these products usually save money because they use less energy,
often have a longer life, and typically incur less maintenance cost. These savings, such as from
lower energy bills and less maintenance, are achieved throughout the entire lifetime of the
product. Thus, when deciding how much money an energy-efficient labeled product will save, it
is necessary to consider both initial cost (the purchase price), and the costs that will be incurred
throughout the life of the product (such as energy and maintenance costs). This is known as the
Life Cycle Cost. The formula for determining Life Cycle Cost is available through the U.S.
Environmental Protection Agency.
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APPENDIX D
General Driving Tips to Increase Automobile Efficiency
ON THE ROAD:
 Stay within posted speed limits. Gas mileage decreases rapidly at speeds above 60 miles
per hour. For each 5 mph you drive over 60 mph is like paying an additional $.024 per
gallon for gas, and wastes 5% fuel. Driving 70 to 80 mph uses 10 to 20% more fuel.
Substantial savings can be realized on a long trip.
 Drive moderately. Gas mileage can be improved by up to five percent around town if
“jackrabbit” starts and stops are avoided and by anticipating traffic conditions and driving
gently. Aggressive driving can lower your gas mileage by thirty-three percent at highway
speeds and by five percent around town. Savings could realize 104 gallons of gasoline
saved per year, which would amount to 14 billion gallons per year in the United States.
 Avoid unnecessary idling. It wastes fuel, costs money, and pollutes the air and can cost
up to 19% more in fuel usage. Turn off the engine if idling would take longer than a
minute. Idling gets 0 miles per gallon. Cars with larger engines typically waste more gas
at idle than do cars with smaller engines.
 Combine errands. Several short trips taken from a cold start can use twice as much fuel
as one trip covering the same distance when the engine is warm.
 Take advantage of ride-sharing. Do errands, go to lunch, drive to work, attend meetings
by car-pooling.
 Use overdrive gears and cruise control when appropriate. The cruise control improves
the fuel economy of the car by up to 33% when driving on a highway by having a more
even speed. When you use overdrive gearing, your car’s engine speed goes down. This
saves gas and reduces engine wear. But note: If the car is driven in mountainous areas
the cruise control should be shut off. The vehicle will try to maintain the speed you set
and will use a lot of extra gas downshifting to lower gears to accomplish this.
 Remove excess weight from the trunk, and avoid carrying unnecessary items. An extra
100 pounds in the trunk (or car) can reduce a typical car’s fuel economy by up to two
percent. Excess weight will affect smaller vehicles greater than larger vehicles.
 Avoid packing items on top of the car. A loaded roof rack or carrier creates wind
resistance and can decrease fuel economy by five percent. Place items in the trunk to
reduce aerodynamic drag.
 Consider meetings held away from the office to be attended via tele-conferencing or
computers via webcasts.
MAINTAINENCE OF VEHICLES:
 Keep the engine tuned. Tuning an engine according to the owner’s manual
recommendation can increase gas mileage by an average of 4% depending on the car’s
condition. Develop a maintenance program for the vehicle or fleet.
 Keep the tires properly inflated and aligned. Properly inflated tires can increase gas
mileage up to 3%. Under-inflated tires can lower gas mileage by 0.3% for every 1 psi
drip in pressure of all four tires. Properly inflated tires are safer, decrease road resistance
helping to make the engine work easier, and last longer because of decreased tire wear.
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 Change the oil. Gas mileage will improve by using the manufacturer’s recommended
grade of motor oil, and by using a motor oil that says “energy conserving” which will
contain friction-reducing additives that can improve fuel economy.
 Check and replace air filters regularly. In older cars, keeping them clean can increase gas
mileage up to 10%. In newer cars, replacing a clogged air filter can improve acceleration
time. It is estimated that $0.22 per gallon of gas can be saved by replacing a bad air
filter.
AT THE PUMP:
 Use the most efficient octane level for the car as recommended by the owner’s manual.
Using a higher octane gas offers no benefit.
 The difference between a car that gets 20 MPG and one that gets 30 MPG amounts to
approximately $668 per year (assuming 15,000 miles of driving annually and a fuel cost
of $2.67). Over a 5 year period a savings of $3,340.00 can be recognized per vehicle.
CONSIDERING ALTERNATIVE FUEL VEHICLES:
 Using alternative fuel vehicles may reduce harmful pollutants and emissions and reduces
carbon dioxide.
 Using alternative fuel vehicles may improve fuel economy and increase power.
 Alternative fuel vehicles can save money in reduced fuel costs by choosing the most
efficient vehicle that meets the need.
 Reduces oil dependence costs.
 Increases energy sustainability by reducing usage of oil, a non-renewable resource.
Information gathered from:

Federal Trade Commission: Protecting America’s Consumers, FTC Consumer Alert
U.S. Department of Energy (DOE) and Environmental Protection Agency (EPA)
www.fueleconomy.gov Why is Fuel Economy Important?, Choosing a More Efficient Vehicle, Planning and Combining
Trips, Keeping Your Car in Shape, Driving More Efficiently
www.Pledge60.org Tips We Can All Use to Save Gas, Save Gas to Re-Energize America and the Economy
Edmunds 2010 Buying Guides: Fuel Economy, Gas-Saving Maintenance Tips, We Test the Tips
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INTRODUCTION
This document has been prepared to acquaint you with the personnel policies, procedures and fringe
benefit programs covering the employees of Lenawee County. Should any of these policies, procedures,
and/or benefits be in conflict with the previous policies, procedures, and benefits, including past
practice, this document shall take precedence. The policies, procedures, and benefits described herein
shall be effective as of May 1, 2019.
Nothing contained in this handbook is intended to limit the right of the County Board of Commissioners
to direct the County affairs, including the direction of all employees, or to exercise any authority given to
them under the law, including, but not limited to, the right to create departments, abolish departments,
merge departments, to add to or subtract from the jobs, or to change the duties and content of various
jobs. The Lenawee County Board of Commissioners reserves the right to change, make additions to or
delete from, the policies, procedures, and benefits described herein at any time. No department head
or supervisor has any authority to modify, either verbally or in writing, any policies contained herein nor
to create any contract of employment or any guarantee of employment with any employee whether
verbally or in writing.
Each County Department Head has the right to establish work rules and regulations which apply to the
day to day performance of work in that department only. Such work rules and regulations shall not be
inconsistent with the provisions of this handbook. In the event of a conflict, the terms and conditions of
this handbook shall prevail. This document contains general provisions, which apply to all County
employees, regardless of the departmental requirements. Each employee has an obligation to
understand the responsibilities and benefits that come with County employment. If you have any
question concerning your responsibilities or benefits, please contact your department head or the
Human Resources Coordinator.
The term “he/his” or “she/her” shall refer to a male or female employee whenever it is used in this
document.
This handbook shall not be construed as a contract.

Adoption
The Personnel Handbook POL#2019-010 is HEREBY ADOPTED by the Lenawee County Board of
Commissioners at a regular meeting held Wednesday, April 10, 2019, in the Old County Courthouse,
Adrian, Michigan.

David Stimpson, Chair

Roxann Holloway, Clerk
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PURPOSE AND INTENT
Purpose
The County of Lenawee is an equal opportunity employer whose policy it is to select personnel and
administer all personnel activities and the policies contained in this handbook, without regard to race,
color, religion, gender, age, national origin, creed, height, weight, marital status, handicap, sexual
orientation, or political affiliation.

Authority
The policies and procedures contained in this document take immediate effect upon the adoption by
resolution of the Lenawee County Board of Commissioners. The County Administrator or his designee is
hereby designated to interpret and to administer these policies. Policy changes can be made only by
resolution of the Lenawee County Board of Commissioners.

Scope
The policies of this document apply to all employees of Lenawee County, including employees of Elected
Officials. While collective bargaining agreements provide specific language for the bargaining unit
employees, the provisions of this document apply where no conflict exists. Though employees of
Elected Officials are covered by this handbook, the rules and polices contained herein do not infringe
upon the certain rights within the statutory jurisdiction of the elected officials.

Distribution
The Personnel Handbook for Lenawee County non-union employees including rules, regulations, policies
and procedures is available to all employees by logging onto the County’s website at
www.lenawee.mi.us. A copy may be requested from the Administrator’s Office. Questions concerning
the handbook can be directed to the County Administrator’s Office. The County Administrator, or his
designee, is responsible for assuring that all new employees are provided with access to this document
and for notifying employees of all changes.

LEAVES OF ABSENSE (with pay)
Vacation, Sick Leave, Personal Days
All full-time employees are eligible to earn accumulated paid leave time (see Accumulated Paid Leave
Rate). Regular part-time employees who are regularly scheduled to work 20 hours or more per week are
eligible to earn accumulated paid leave time pro-rated to the number of hours worked. Temporary, oncall and seasonal employees are not eligible to earn accumulated paid leave time.
Accumulated paid leave time accrues on a pay period basis at a rate based on the length of service but
MAY NOT be taken before being earned. Employees must exhaust accumulated paid leave time for
absences prior to being approved for an unpaid leave of absence.
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Accumulated paid leave time may be used for vacation, sick leave, personal leave, or to subsidize a
sickness & accident or worker’s compensation leave (see Fringe Benefits) per the following:

Vacation
If accumulated paid leave time is to be used for vacation, it shall be taken with the approval of the
Department Head and in accordance with the departmental vacation policy. Requests for vacation
should be made thirty (30) days in advance of the anticipated date. When a thirty (30) day notice is
given, an employee will be notified at least twenty (20) days prior to the anticipated vacation day
whether the vacation request has been approved or denied. The Department Head will consider the
needs of the department prior to granting vacation time.

Sick Leave
An employee absent from work due to illness should notify his Department Head, or designee, not later
than one (1) hour after the beginning of the scheduled work day, except in such cases of emergency
beyond one’s control, and in such cases, as soon as possible. A Department Head has the right to verify
the reported sickness of an employee and may require a doctor’s verification for absence due to illness.

Personal Leave
If accumulated leave time is used as a personal leave the employee shall notify their Department Head
at least one (1) day in advance except in cases of emergency beyond one’s control, and in such cases, as
soon as possible. The failure of the Department Head to require verification in any one case shall not
establish a precedent for any future case.

Medical Leave
Regular full-time and part-time employees absent from work due to the employee’s injury or illness may
be eligible for medical leave for a period of up to six (6) months, provided proof of disability acceptable
to the employer is provided. The employer may require the employee to be examined by an employerdesignated health care provider. Medical leave which also qualifies for Family and Medical Leave
(FMLA) will be counted against an employee’s FMLA eligibility from the first day of such leave. The
employer may require medical certification that the employee is fit to return to work. Health, dental
and vision insurance will be continued up to the first twenty-six (26) weeks of eligible medical leave.
Employees are financially responsible for their share of any insurance premiums due while on medical
leave.
Following twenty-six (26) weeks of continuous absence due to medical leave, all insurance benefits will
terminate and COBRA insurance coverage will be offered to the employee.
If applicable, the employee will be informed of any available long term disability and/or disability
retirement benefits.
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Jury Duty
Courts Outside Lenawee County
Leave with pay may be authorized by a Department Head in order that a regular full-time employee
serve on required jury duty. In the case where an employee is acting as a witness, on behalf of the
County, that employee may also receive time off with pay. Employees must turn in all compensation,
minus mileage reimbursement, that is provided through the court system to their Department Head.
Employees should give reasonable advance notice, in writing, to their Department Head of their
summons to serve as a possible juror or witness. Employees should also give periodic updates in respect
to anticipated jury service completion time.
Lenawee County Court System
Leave with pay may be authorized by a Department Head in order that a regular full-time employee
serve on required jury or witness duty in a Lenawee County Court. Employees will neither lose leave
time nor will they receive jury pay or mileage unless the work situation warrants special consideration.
The employee is expected to report back to work immediately if there is remaining time for a scheduled
work day when the day’s jury duty/witness duty is completed.
Employees should give reasonable advance notice, in writing, to their Department Head of their
summons to serve as a possible juror or witness. Employees should also give periodic updates in respect
to anticipated jury service completion time.

Bereavement Leave
In case of death in the “immediate family” a full-time employee may be granted a leave of absence with
pay up to three (3) working days by the Department Head.
Regular part-time employee(s) may be granted a leave with pay of up to three (3) working days by the
Department Head provided the funeral takes place during the time they were normally scheduled to
work
An “immediate family” member is defined as a:








Current spouse
Child
Parent
Sister
Brother
Step Parent
Step Child

In case of death in the “family” a full-time employee may be granted a leave of absence with pay for one
(1) working day by the Department Head.
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Regular part-time employee(s) may be granted a leave with pay for one (1) working day by the
Department Head provided the funeral takes place during the time they were normally scheduled to
work.
A “family” member is defined as a:









Parent of current spouse
Son-in-law
Daughter-in-law
Brother-in-law
Sister-in-law
Grandparent
Grandchild
Any person residing in your home for at least 6 months and claimed as a dependent on your
income tax form.

For either immediate family or family, if the situation warrants an extension, the Department Head may
grant up to an additional two (2) working days with pay. Requests for such extensions must be made in
writing to the Department Head.
The County may require proof of an employee’s attendance at the funeral. Failure to provide proof of
attendance will be grounds for no pay.

OBSERVED HOLIDAYS
All regular full-time employees are eligible for holiday pay as approved by the Lenawee County Board of
Commissioners.
All regular part-time employees that qualify are eligible for a paid holiday equal to the amount of time
the employee is normally scheduled to work on the day the holiday is observed.
To be eligible for holiday pay an employee must have worked his last scheduled work day prior to and
his next scheduled work day after the scheduled holiday OR the employee may choose to use earned
paid leave time, with Department Head approval, which will be considered as eligible for payroll
purposes. If the employee has insufficient accrued leave to cover the last and next work days the
employee shall not receive holiday pay.
Holiday pay is not authorized for employees on an approved “leave of absence”.
All other temporary, on-call, and seasonal employees are not eligible for holiday pay.
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The following paid holidays will be observed by the County:
HOLIDAY
New Year’s day
President’s Day
Good Friday (1/2 day)
Memorial Day
Independence Day
Labor Day
Veteran’s Day
Thanksgiving Day
Day after Thanksgiving
Christmas Eve
Christmas Day
New Year’s Eve

DATE OBSERVED
January 1
3rd Monday in February
P.M. of Good Friday
Last Monday in May
July 4
First Monday in September
November 11
4th Thursday in November
Day after Thanksgiving
December 24
December 25
December 31

Holidays which fall on a Saturday will be observed on the preceding Friday. Holidays which fall on a
Sunday will be observed the following Monday. If Christmas and New Year’s Eve fall on a Friday, the
holidays will be observed on the preceding Thursday with Christmas and New Year’s observed on Friday.
If Christmas and New Year’s Day fall on a Monday, Christmas Eve and New Year’s Eve will be observed
on the preceding Friday.
Holidays are paid at the employee’s straight time rate of pay.

COMPENSATION
Initial Salaries
The Lenawee County Board of Commissioners has established a pay plan for County positions as
classifications with a set range of pay. The rates and pay established in the pay plan are for regular fulltime employees and represent the total salary compensation for each job classification.
The Lenawee County Board of Commissioners has also established a pay plan for County positions as
classifications with a set range of pay for part-time, temporary, on-call, and seasonal employees that
represent the hourly equivalent of the job classification they perform.

Step Increases
The beginning rate for a new employee will normally be the minimum rate in the pay range established
for the position. However, a Department Head, at his discretion and with the prior approval of the
County Administrator, may hire a new employee at a higher rate than the minimum in the pay rate in
unusual situations to:
1) Meet difficult recruiting problems.
2) Give recognition for markedly superior qualifications
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3) Give credit for extensive past service
An employee shall move through the pay range as identified in the appropriate pay grade.
Each move to the next successive pay step will be initiated based on the employee’s anniversary date of
their current position. Changes in pay through the pay range steps are not made automatically. All pay
changes must be initiated by completion of a “Personnel Action Form” and signed both by the
Department Head and the employee. Length of service in the position and satisfactory job performance
will determine progression through the pay ranges.

Position Change
When an employee has changed a new position classification, either within the same County
department or in a different County department, the employee will be placed in the new classification
range so as to receive at least a one-step increase in pay. The employee will proceed through the range
intervals with the date of promotion as the anniversary date.

Overtime
It is the policy of Lenawee County that overtime is to be held to the minimum consistent with efficient
and cost effective operation while maintaining the provision of service to the public. Work assignments
will be made in such a way so as to avoid overtime whenever possible. When overtime is unavoidable,
the following shall apply:
1) Regular full-time employees shall normally be given preference in overtime assignments. In all
cases, however, overtime assignments shall be made in such a way that the functions of County
service will be most effectively completed.
2) Overtime will only be performed at the direction and approval of the Department Head or his
authorized designee.
3) Employees shall be compensated for overtime by payment of 1.5 times the regular straight
hourly rate for all time worked over eight (8) hours in one day or forty (40) hours in one week.
All time worked up to eight (8) hours in one day or forty (40) hours in one week will be
compensated at the regular straight hourly rate of pay.
4) Payment of overtime pay for any hour shall exclude that hour from consideration for overtime
pay on any other basis, thereby eliminating any duplication of overtime pay.
5) Exempt employees in positions classified into elected, executive, administrative and professional
categories will not receive overtime compensation (as defined by the Fair Labor Standards Act
and state wage and hours law; MI Reg. Sec. 408.726).
For a complete list of EXEMPT County positions please contact the County Administrator’s Office.
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DISCIPLINARY ACTION
General Policy
Depending on the severity of the offense, Lenawee County subscribes to a policy of progressive
discipline for non-probationary employees, as determined by management. It is the intention of
Lenawee County to utilize disciplinary actions in a constructive manner with the goal of motivating the
employee toward proper conduct in the future. Discharge or discipline will be administered for just
cause. Under normal circumstances, progressive discipline will proceed as follows:
Verbal reprimand is a verbal notice to an employee that their behavior or performance must be
improved or corrected. The verbal reprimand will also define the improvement or corrective
action required and inform the employee that failure to comply with the verbal warning will
result in more serious action. The Department Head shall record the date and subject of the
verbal reprimand and shall place a confirmation of the verbal reprimand in the employee’s
personnel file.
Written reprimand is a written notice to an employee that their behavior or performance must
be improved or corrected. Such notice shall contain a statement of the cause for the action,
improvement or corrective action required of the employee, time frames for such action, and
possible consequences if the employee fails to comply. Written reprimands shall be placed in
the employee’s personnel file.
Unpaid suspensions (one to three days off) may be issued to employees whose performance
and/or behavior fails to respond to written reprimands. Written records of unpaid suspensions
shall be placed in the employee’s personnel file.
Termination is the removal of an employee from employment with the County. Employees who
have been terminated are not eligible for rehire with Lenawee County. Termination is effective
immediately and all fringe benefits will cease on the date of termination. Any unused
accumulated leave time will be paid in its entirety based on the date of termination.

Dispute Resolution
For purposes of administering the provisions of this handbook, an employee claiming a violation of this
Handbook and/or County policy or procedure must process an appeal through the dispute resolution
procedure, hereinafter set forth.
The dispute resolution appeal procedure is as follows:
Step 1 – An employee who claims a violation of any policy or procedure under this handbook
must submit their written appeal within three (3) working days of its occurrence and in the
following sequence:
1) Immediate supervisor
Lenawee County Personnel Handbook
Effective: May 1, 2019
8

2) Department Head
3) County Administrator
4) Lenawee County Personnel Committee of the Board of Commissioners
The appeal must be signed by the employee. The immediate supervisor shall, within ten (10)
working days after receipt of the written appeal, give the decision in writing.
Unresolved appeals shall proceed to Step 2.
Step 2 – Should an employee appeal the decision of their immediate supervisor, said appeal
shall be at each of the progressive steps (as outlined above). Any response to a written appeal
shall be completed within ten (10) working days except for the final step to the Lenawee County
Personnel Committee of the Board of Commissioners. That appeal shall be heard at the next
regularly scheduled Personnel Committee meeting after ten (10) working days. The Lenawee
County Personnel Committee shall have the power to affirm or overthrow decisions made in the
preceding steps with final approval of the Board of Commissioners.
Failure to receive a decision from the employer within the stated time limit shall entitle the employee to
appeal to the next step. Failure to receive an answer from the employee within the stated time period
shall end the appeal procedure.

Appeal Based Upon Termination of Employment
Employees who have been terminated through the dispute resolution procedure, provided for
elsewhere in this handbook, must process their appeal through impartial arbitration as a final resolution
of the appeal or further claims under this handbook are waived.
Such employee must first submit their appeal through the dispute resolution procedure, including the
Lenawee County Personnel Committee of the Board of Commissioners. If the appeal is not satisfactorily
resolved in any of the preceding steps, the employee or the County Board of Commissioners shall submit
the unresolved appeal to binding arbitration. The arbitrators shall be selected through the processes of
the American Arbitration Association. Failure to submit a claim to arbitration will terminate the claim
and further action of any kind based on the claim will be deemed waived.
The employee may be represented by counsel and shall be entitled to due process as established in the
procedures of the American Arbitration Association. The decision of the arbitrator shall be binding on
the employee and on the Lenawee County Board of Commissioners. The cost of the arbitration shall be
paid one-half by Lenawee County and one-half by the employee.
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DEFINITION OF EMPLOYEE
Elected Official
Elected officials are:









Judges
Commissioners
Clerk
Treasurer
Sheriff
Register of Deeds
Prosecuting Attorney
Drain Commissioner

These officials are elected by the voters of the County to serve their designated terms. Elected officials
carry out duties prescribed in the state constitution and statutes. In most instances, elected officials
participate in the same fringe benefit programs available to regular full-time employees. Accrual of
accumulated leave time, sickness and accident coverage and long term disability are not applicable to
elected offices.
Deputies of elected officials who become an elected official either through appointment or election shall
be paid in full for accumulated leave time and any frozen sick days, if applicable, up to a maximum time
allowable upon assuming the elected official’s positon.

Regular Full-Time Employee
Employees regularly scheduled to work a minimum of thirty-five (35) hours per week (70 hours or more
per pay period) on an annual basis shall be considered regular full-time employees and shall be entitled
to the benefits listed in this handbook (see Fringe Benefits).

Regular Part-Time Employees
Employees regularly scheduled to work less than thirty-five (35) hours per week (less than 70 hours per
pay period) on an annual basis shall be considered regular part-time employees.
Regular part-time employees regularly scheduled to work a minimum of twenty (20) to thirty-five (35)
hours per week on an annual basis are eligible for the following benefits:
Accumulated Paid Leave – Regular part-time employees shall be allowed to accrue accumulated
paid leave (see Accumulated Paid Leave Rate) pro-rated to the number of hours worked.
County Retirement – Regular part-time employees participate in the retirement benefit plan
specific to their date of hire or may specifically chose the defined contribution plan.
Health Insurance – 100% employee contribution
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Regular part-time employees scheduled to work nineteen (19) or less hours per week (less than 40 hours
per pay period) are not eligible for any accumulated paid leave, holiday pay, or fringe benefits.

Temporary Employee
A temporary employee (an individual who is hired for a limited period of time, not to exceed six (6)
months) performs work available on a seasonal basis or temporarily replaces an employee during a
scheduled leave shall be entitled to wages only. If a temporary employee is transferred to a regular fulltime position, that employee will be eligible for any applicable fringe benefits, accumulated paid leave
time, and holiday pay no earlier than the date of transfer except for seniority calculated from the date of
original hire if the minimum requirements were met (see Fringe Benefits).

On-Call Employee
In some County departments, due to the nature of the work performed, one or more persons may be
hired to be available for work only as needed. Such on-call employees shall be entitled to wages only.

Probationary Employee
All new employees shall have a six (6) month probationary period. All probationary employees are
employed “at will” and may be terminated with or without cause at the sole discretion of the Employer.
An employee may be terminated at any time for any reason and such termination will not be subject to
the dispute resolution procedure. The purpose of the probationary period is to determine:



Whether the employee meets the requirements of the position; and
Whether the employee desires to continue employment with the County after having had an
opportunity to work at the position for which they were hired.

In most cases, fringe benefit eligibility will commence ninety (90) days after the date of hire, but
probationary status for continuation of employment will extend to six (6) months. Upon completion of
the probationary period, credited service will commence as of the date of hire.
Part-time and temporary employees regularly scheduled to work 20 hours or more per week who
change status to full-time will be eligible to begin health, dental and life insurance coverage effective
with the first billing following the change to full-time status provided they have worked the minimum of
90 days.

Accumulated Paid Leave Rate
All employees eligible for paid leave benefits shall accumulate paid leave days per the following
schedule:
Length of Service
Less than one (1) year

Rate of Accumulation
.6 day per pay period
(4 hours & 30 minutes for 75 hour
pay period)
(4 hours & 48 minutes for 80 hour
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Maximum Amount
16 days
120 hours/year = 75 hour/PP
128 hours/year = 80 hour/PP

One(1) through five (5) years

Six (6) through ten (10) years

Eleven (11) or more years

pay period)
.8 day per pay period
(6 hours for 75 hour pay period)
(6 hours & 24 minutes for 80 hour
pay period)
.9 day per pay period
(6 hours & 45 minutes for 75 hour
pay period)
(7 hours, 12 minutes for 80 hour pay
period)
1 day per pay period
(7 hours & 30 minutes for 75 hour
pay period)
(8 hours for 80 hour pay period)

21 days
157.50 hours/year = 75 hour/PP
168 hours/year = 80 hour/PP
24 days
180 hours/year = 75 hour/PP
192 hours/year = 80 hour/PP

26 days
195 hours/year = 75 hour/PP
208 hours/year = 80 hour/PP

Payment in lieu of time off is not permitted.
Paid leave will not be allowed to accumulate beyond the maximum permitted in any given year.
Employees are responsible to monitor accrued paid leave time and request time off in advance to avoid
forfeiture of earned paid leave time. Department Heads shall make all reasonable accommodation to
avoid forfeiture of paid leave time.
Payment of unused leave time, up to the maximum amount, shall be paid upon termination in the last
paycheck issued to an employee for all leave time remaining. If the remaining leave time is 150 or less
hours (up to 18.75 days for an 80 hour pay period; up to 20 days for a 75 hour pay period), leave time
will be paid in one check. Any remaining leave time at termination of more than 150 hours, not to
exceed the maximum, will be divided into two pay periods upon the request of the employee.

EMPLOYMENT
Recruitment
It is the policy of Lenawee County to carry on such recruitment programs as necessary to seek out and
secure the most qualified individuals to apply for County positions at all levels of County service.
Employees will be selected on the basis of job qualifications for the vacancy.
All vacant positions will be publicly posted on the website. Other forms of posting may include
distribution of notices to County buildings and outside agencies. Job postings may also be placed in local
newspaper publications, professional magazines and large metropolitan newspapers outside the
immediate County area.
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Eligibility
Competition for employment in Lenawee County shall be open to all applicants who are citizens of the
United States or aliens eligible for U.S. employment (as administered by the Immigration and
Naturalization Service in the U.S. Department of Justice) and who meet the requirements of the position
for which the application is made.

Non-Discrimination
It is the County philosophy and policy to treat employees and applicants for employment without regard
to race, color, gender, religion, national origin, age, handicap, height, marital status, familial status,
weight, sexual orientation or political affiliation as required by law. Discrimination against any
employee or applicant based on any of these conditions will not be allowed or tolerated. This policy
applies to all employment practices including recruiting, hiring, pay rates, training and development,
promotions and other terms and conditions of employment and termination.

Equal Employment Opportunity
It is the policy of the Lenawee County Board of Commissioners to provide equal employment
opportunities to qualified persons without regard to race, creed, color, gender, age, religion, national
origin, marital status, height, weight, familial status, disability, sexual orientation or political affiliation
and required by law.

Nepotism
Effective with full time and regular part-time employees hired, promoted or transferred after April 30,
2019, employees related to a 3rd degree by blood, marriage or adoption, may not be in a
supervisor/subordinate relationship.
Third degree relationship extends to grandparent/grandchildren in a direct line and to
aunt/uncle/niece/nephew in an extended family.
This section should not be interpreted in any way as an obstacle to members of the same family being
employed by the County of Lenawee. It is the supervisor/subordinate relationship by close family
members that is to be avoided.

FRINGE BENEFITS
Government Mandated

Social Security/Medicare
The Social Security program is legislated by the federal Social Security Act and is designed to protect
workers from loss of income caused by retirement, disability, or death. The Medicare program provides
both medical and hospital insurance. Social Security is financed by taxes collected from both employers
and employees. The Social Security tax is also known as FICA (Federal Insurance Contributions Act).
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Unemployment
Unemployment compensation is regulated by the Federal Unemployment Tax Act (FUTA) and jointly
administered by federal and state authorities. Under FUTA, the individual states are free to set their
own limits on weekly benefit amounts, unemployment tax rates, taxable wage bases, and
unemployment eligibility and disqualification requirements. Unemployment benefits are financed by a
tax on a certain portion of wages paid to employees; this “taxable wage base” varies from state to state.
Questions concerning the administration of unemployment compensation in Michigan should be
addressed to the State of Michigan Unemployment Agency.

Worker’s Compensation
Work related injuries are covered through the County’s worker’s compensation insurance policy. All
employees must adhere to the following procedures in order to be eligible for worker’s compensation
benefits:
1.

An “INCIDENT REPORT” must be completed by the employee and their supervisor for any
work related injury. A copy of the “INCIDENT REPORT” should be forwarded to the County
Administrator’s Office within five (5) days of the injury.
2. Any initial medical treatment that may be necessary must be authorized by an employee’s
supervisor. An “ORDER FOR MEDICAL TREATMENT” form must be completed prior to
seeking medical attention.
3. Worksphere Occupational Medicine - 5449 Occidental Hwy – Tecumseh, MI 49286 – (517)
423-3901 is the County’s designated medical provider for worker’s compensation claims.
Every effort should be made to go to Worksphere Occupational Medicine when seeking
initial medical treatment for work related injuries. The “ORDER FOR MEDICAL TREATMENT”
form must be taken with you to Worksphere Occupational Medicine.
4. Any medical billings for work related injuries should be submitted to the County
Administrator’s Office for processing through the County’s worker’s compensation carrier.
An employee and/or medical provider should NOT submit medical billings for work related
injuries to the County’s health insurance carrier, Blue Cross Blue Shield of Michigan.
Lost wages due to a work related injury are partially covered through worker’s compensation beginning
on the seventh (7th) consecutive day of absence from work. Following fourteen (14) consecutive day’s
absence from work, worker’s compensation will partially reimburse for lost wages retroactive to the first
(1st) day of lost wages.
Lost wages that are ineligible for coverage by worker’s compensation insurance can be paid through
accumulated paid leave that an employee may have accrued.
FAILURE TO FOLLOW THE PROCEDURES FOR FILING WORKER’S COMPENSATION CLAIMS
CAN RESULT IN DELAYED PAYMENTS AND/OR POSSIBLE NON-PAYMENT OF BENEFITS
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County Sponsored Group Coverage

Health Insurance
Health insurance is available to eligible regular full-time employees and eligible dependents.
Health insurance coverage for eligible employees, including eligible dependent coverage, will begin
following the completion of ninety (90) days of employment.
Lenawee County may require the employee to contribute a portion of the costs associated with the
selected plan through payroll deduction. Employee contributions may vary depending on selected plan.
Detailed information on current plans offered and required employee contributions may be obtained in
the County Administrator’s Office.
Lenawee County shall not pay an additional health insurance premium and shall not pay a Health
Insurance Waiver on an employee’s behalf if the employee’s spouse is already afforded health insurance
coverage by Lenawee County.
Health Insurance Waiver – Cash compensation in lieu of health insurance coverage with proof from
employee to employer of alternative health insurance coverage (to be included in employee’s personnel
file). Cash compensation will be paid to an eligible regular full-time employee on the following scale:
One person policy:
Two person policy:
Family policy:

$28.85 per pay period ($750.00 annually)
$43.27 per pay period ($1,125.00 annually)
$57.70 per pay period ($1,500.00 annually)

Lenawee County will offer to regular part-time employees and eligible dependents group hospitalization
and medical insurance coverage (100% of the monthly premium, to be payable by the employee through
payroll deduction, will be equally split and deducted from the first two pay checks of the month).
If elected, health insurance coverage for regular part-time employees, including eligible dependent
coverage, will begin following ninety (90) days of employment.
Detailed information on current plans offered and required employee contributions may be obtained in
the County Administrator’s Office.
Lenawee County does not offer any group hospitalization or medical insurance coverage to a part-time
regular (less than 19 hours/week), temporary, on-call or seasonal employee.
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Retirement
Lenawee County employees continuing under the defined benefit retirement plan are covered as
outlined below.
Lenawee County Retirement Plan
Benefit
Age 62 with 8 years of service (effective 01/01/2001) or
Employee’s age plus years of service “Rule of 85” (effective
01/01/1999)
Retirement benefit formula (annual)
2.0% X yrs svc X avg highest 60 consecutive months earnings
Vesting
(closed)
Mandatory retirement
None
Early retirement (reduced benefit)
55 years of age with 10 years of service
Early retirement reduction
Effective 01/01/2002
.56% x # months preceding 62nd birthday,
Max: 24 months (13.44%)
.28% x # months preceding 60th birthday,
Max: 60 months (17%)
Deferred retirement
8 or more years: 62-regular
10 or more years: 55-reduced
Disability retirement
Total & permanent disability w/10 or more years;
Worker’s compensation offset. Does not apply to opt-out.
Death benefit
Survivor’s annuity (50%) for spouse and/or dependent
children
Maximum Service Credit
None
Compensation Cap
None
Optional forms of payment
Modified cash refund; optional reduced survivor’s benefits
Member contributions
10% of gross pay (pre-tax)
Description
Normal retirement

Eligible employees hired JANUARY 1, 2001 and AFTER, or opting out of the defined benefit retirement
plan, shall be enrolled in the Lenawee County Board of Commissioners Defined Contribution 401(a)
Money Purchase plan with a mandatory employer/member contribution as set by the Board of
Commissioners.
For more information on either plan, please refer to your summary plan description and benefit
statements.

Dental Insurance
Lenawee County will provide regular full-time employees, and eligible dependents, with group dental
insurance (Delta Dental) for Class I and Class II dental benefits at a 50% basis to a maximum of $1,000
per person per year. Dental insurance coverage for eligible full-time employees, including eligible
dependent coverage, will begin the first of the month following the completion of ninety (90) days of
employment.
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A regular part-time, temporary, on-call or seasonal employee is not eligible for any dental insurance
coverage.

Vison Insurance
Lenawee County shall offer vision coverage to all regular full-time employees and eligible dependents
covered by this Agreement. The coverage is optional. Employee must elect coverage during new hire
enrollment or regular annual open enrollment. Monthly premium cost will be shared 50/50 between
employee and employer. Rates subject to change with Blue Cross Blue Shield of Michigan contract
renewal.

Life Insurance
Regular full-time employees are covered by a term life insurance and Accidental Death and
Dismemberment policy of 1 x annual salary rounded to the next highest thousandth, not to exceed
$50,000. There is no dependent coverage. Life Insurance and Accidental Death & Dismemberment
coverage for eligible full-time employees will begin following the completion of ninety (90) days of
employment.
A regular part-time, temporary, on-call or seasonal employee is not eligible for any life insurance benefit
or accidental death & dismemberment coverage.

Sickness & Accident Insurance (Short Term Disability)
All regular full-time employees are covered under a sickness & accident insurance which will pay
benefits based on the first day of an accident or hospitalization and the fifteenth (15th) day of sickness.
The benefits payable to an eligible employee shall be equal to 65% of the gross weekly pay, not to
exceed $500 per week. The maximum duration for sickness & accident benefits is 26 weeks for each
illness or accident, or the length of an employee’s seniority, whichever is less. Sickness & Accident
Insurance coverage for eligible full-time employees will begin following the completion of ninety (90)
days of employment.
Forms to apply for sickness & accident benefits are available in the County Administrator’s Office. The
forms must be properly completed by the employee and the employee’s physician and returned to the
County Administrator’s Office as soon as possible.
Accumulated paid leave days are required to be used before any unpaid leave, this includes any
elimination period before sickness & accident benefits begin. Once the sickness & accident benefit
begins, the employee may choose to use their accumulated paid leave days in conjunction with this
benefit if leave time is available and the employee selects this option under the following restrictions:
1. Accumulated paid leave days continue to accumulate while an employee is using them;
however, an employee who is not working and is not using accumulated paid leave time does
not accumulate additional leave time, nor is the employee given credit for holidays during the
time of absence.
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2. An employee who is receiving only sickness & accident benefits does not accumulate leave time.
3. Employees who are receiving sickness & accident benefits and who have sufficient leave time
accumulated may, at their option, use leave time to supplement the sickness and accident
benefit at their normal straight-time weekly wage. When so used, accumulated paid leave
accumulates on a pro-rated basis according to the accumulated leave time used; except that it
does not accumulate when the leave time being used is being drawn from the frozen-sick leave
bank in effect for certain employees.
4. Employees who are supplementing sickness & accident benefits with accumulated paid leave
are eligible for holiday pay at the same pro-rated basis the accumulated leave time is being
used.
A regular part-time, temporary, on-call or seasonal employee is not eligible for any Sickness & Accident
(short term disability) insurance.

Long Term Disability
Lenawee County will provide eligible regular full-time employees with Long Term Disability coverage.
Maximum benefit period of:
Age at Disability
Less than Age 65
65 – 69
70 and Over

Maximum Benefit Period
5 years
To age 70 (but not less than 1 year)
1 year

Detailed information on the Long Term Disability coverage may be obtained from the County
Administrator’s Office.
A regular part-time, temporary, on-call or seasonal employee is not eligible for any long term disability
insurance.
Life, Accidental Death & Dismemberment, Short Term Disability and Long Term Disability certificates can
be found at www.lenawee.mi.us > Human Resources.

Married County Employees and Their Benefits
County employees married to one another must be covered under one subscriber for group health,
vison and dental insurance. Insurance benefit coverages provided will not change. Life insurance,
Accidental Death & Dismemberment, Short Term Disability and Long Term Disability may be continued
under individual policies.
County employees married to one another must designate who will be listed as a subscriber for health,
vison and dental insurance. Spouses not designated as subscribers may be carried under the
subscriber’s policy and will not be assessed a premium contribution through payroll deduction.
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As long as County insurance coverage remains in effect, County employees married to one another will
be ineligible for the health incentive “buy-out”.

Termination of Benefits
Upon termination of employment, for any reason, benefits will cease as follows:





Health Insurance – Midnight of employee’s last date on payroll.
Dental Insurance – End of the month of the employee’s last date on payroll.
Life, Accidental Death & Dismemberment, Short Term Disability and Long Term Disability –
Midnight of employee’s last date on payroll.
In the event of an employee death while employed by the County, the employer sponsored
health insurance will continue for 30 days from the date of employee’s death.
ALL COUNTY SPONSORED GROUP COVERAGE PROGRAMS
ARE SUBJECT TO CHANGE PER ACTION
BY THE COUNTY BOARD OF COMMISSIONERS
County Sponsored Optional Coverage

457 Deferred Compensation
County employees may elect to contribute a portion of their earnings toward their own tax deferred
retirement account through payroll deduction. For a list of approved deferred compensation (“457”)
programs contact the County Administrator’s Office.

HARASSMENT
Statement Prohibiting Harassment
As it is the right of every employee to work in a non-hostile environment, it is the policy of
Lenawee County that its employees shall be free from harassment of any kind. Violations of
this policy, the Anti-Harassment Policy, shall subject the violator to discipline up to and
including termination of employment.
The Anti-Harassment Policy is available in the employment section of the county website. Each
employee is required to read and acknowledge the policy.
EEO Complaint Form, Harassment/Discrimination Questionnaire and Third Party Questionnaire are
available at www.lenawee.mi.us > Human Resources.
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HOURS OF WORK
Working Hours
Work hours for most County departments are from 8:00 A.M. to 4:30 P.M. (daily) Monday – Friday. The
normal work week for a majority of employees consists of seven and one-half (7 ½) hours of work each
day or thirty-seven and one-half (37 ½) hours of work per week.
Some departments, due to the nature of their work and/or funding requirements, work an alternate
schedule, including but not limited to longer shifts and a shorter work week.

Breaks
Employees will be granted two (2) paid fifteen (15) minute breaks during the full workday. Breaks are
allowed twice daily and shall be scheduled by your Department Head or supervisor. These breaks
cannot be taken as part of the lunch period or at the beginning or close of the work day. Work breaks
are not the “right of the employee”. They are granted by the County in the expectation that the relief
will help enable the employee to operate at top efficiency throughout the entire work day. If an
employee abuses the privilege the Department Head, or supervisor, may deny an employee break
privileges for a temporary or indefinite period.

Lunch Period
Employees working a full day are allowed an unpaid one (1) hour lunch break. The actual time
scheduled for the lunch break will be determined by the Department Head to allow for the continuous
smooth operation of the department functions.
Some employees, pending the length of the workday, are entitled to a unpaid one-half (1/2) hour lunch
break. The actual time scheduled for the lunch break will be determined by the Department Head to
allow for the continuous smooth operation of the department functions.

Tardiness
The County expects its employees to be at work at the appointed starting time each day. The employer
understands that there may be reasons for not being able to do that which are beyond the control of
the employee. However, an employee who is tardy on more than four percent (4%) of the scheduled
work days during a sixty (60) day period will be subject to disciplinary action.
Generally an employee guilty of violating the above rule will receive the disciplinary action of a written
warning for a first or second violation. The employee will receive an unpaid disciplinary lay-off for up to
three (3) days for the third offense. An employee who has received a disciplinary lay-off for the third
offense will be subject to discharge for the fourth offense.

Absenteeism
Employees are expected to report to work each day. An employee who is absent, for any reason, must
notify his Department Head or supervisor within one (1) hour of the start of the work period whenever
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possible. An employee who is absent without a good reason for more than four percent (4%) of the
scheduled work time during a sixty (60) day period will be considered excessively absent and subject to
disciplinary action.
An employee guilty of violating the above rule will receive the disciplinary action of a written warning
for a first violation. The employee will receive an unpaid disciplinary lay-off for up to three (3) days for
the second offense. An employee who has received a disciplinary lay-off for a further offense will be
subject to discharge.

INCOMPATIBLE ACTIVITIES
General Policy
County employees shall not engage in any employment activity or enterprise which is inconsistent,
incompatible or in conflict with his duties as a County employee, or with the duties, functions, and
responsibilities of the department by which he is employed.

Types of Incompatible Activities
The following activities shall be considered (though not exclusively) inconsistent, incompatible, or in
conflict with County employment:
1) Any employment, activity, or enterprise which involves the use of private gain or advantage of
the County’s time, facilities, equipment, supplies, prestige, or influence of a County office or
employment unless permitted by law.
2) The receipt or acceptance by any employee of any money, or other consideration, from anyone
other than the County for the performance of an act which the employee would be required or
expected to render in the regular course of his duties as a County employee.
3) The involvement of so much of the employee’s time that an activity impairs an employee’s
attendance or efficiency in the performance of his duties.
The Lenawee County Board of Commissioners Personnel Committee will make the final determination as
to whether a specific activity is incompatible.

Political Activities
An employee may become a member of a political party formed or authorized under the election laws of
the State, may be a delegate to a political party convention at any level, may become a candidate for
nomination and election to any State, district, county, city, village township, school district or other local
elective office without first obtaining a leave of absence from his employment. If the employee
becomes a candidate for elective office within County government, the employee may request to take a
leave of absence without pay when he complies with the candidacy filing requirements, or sixty (60)
days before any election relating to that position.
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An employee may engage in political activities on behalf of a candidate or issues in connection with
partisan or non-partisan elections, providing said campaign activities are conducted outside of
scheduled work time. Any employee that may engage in political activities on behalf of a candidate or
issues in connection with partisan or non-partisan elections:
1) Will not be allowed to use County materials, equipment or letterhead to assist in campaigns,
2) Will not be allowed to use County affiliation to aid campaigns, and
3) Will not be allowed to distribute literature or solicit signatures or money on County time.
An employee who is elected to an office within County government shall resign or may be granted a
leave of absence from his employment during his elected term.
Any employee or an elected or appointed official may not personally, or through an agent, coerce,
attempt to coerce, or command another employee to pay, lend, or contribute anything of value to a
party, committee, organization, agency, or person for the benefit of a person seeking or holding elected
office, or for the purpose of furthering or defeating a proposed law, ballot question, or other measure
that may be submitted to a vote of the electors.
Employees whose political activities are subject to restrictions imposed by laws or regulations imposed
by laws or regulations of the federal or state government shall comply with those restrictions.

LEAVES OF ABSENCE (without pay)
Absence Without Leave
Any employee who is absent from his scheduled work period whether for part of a day, all day, or a
longer period, without the employee having notified his supervisor or Department Head, shall be
considered absent without leave. Such action may be grounds of disciplinary action up to and including
dismissal. Absence without leave for three (3) successive scheduled work periods will be considered
cause for automatic termination of employment and separation from County service unless it was
impossible for the employee to notify the Employer of the absence.

Medical Leave (Family Medical Leave Act of 1993)
Key provisions of the Family Medical Leave Act are:
Eligibility - Employees who have worked at least one (1) year and have worked a minimum of 1,250
hours over the past twelve (12) months.
Coverage – Provides up to twelve (12) weeks of unpaid, job protected leave for certain family and
medical reasons (as listed below):



To care for employee’s child after birth or legal adoption
To care for employee’s spouse, son, daughter, or parent who has a serious health condition
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For a serious health condition that makes the employee unable to perform the employee’s job

Advanced Notice and Medical Certification – Employees must ordinarily provide thirty (30) days advance
notice when the leave is “foreseeable”. Medical certification to support a request for leave because of a
serious health condition may be required.
Job Benefits and Protection – Under the FMLA, an employee’s health coverage is maintained. Upon
return from the FMLA, most employees are required to be restored to their original or equivalent
positions with equivalent pay and benefits.
County policy requires that accumulated paid leave be substituted for unpaid leave taken under the
FMLA (i.e., accumulated paid leave plus unpaid leave = 12 weeks). Short term disability leave is counted
toward leave allowed under the Family Medical Leave Act. Short term disability or other leave resulting
from the employee’s having a serious medical condition is counted against leave allowed under the
Family Medical Leave Act (FMLA).

Personal Leave of Absence
Regular full-time employees may be granted up to thirty (30) calendar days for a leave of absence for
personal reasons provided the employee has completed at least six (6) months of service with the
County. Request for a personal leave must be made in writing to the Department Head no less than
thirty (30) days before the beginning of the requested leave. The Department Head may consider
seniority, work schedules, and department operations relative to the request but, in any event, will
make a decision on the request for personal leave of absence and respond in writing to the employee
no later than twenty (20) days prior to the start of the requested leave.
Accumulated paid leave shall not accrue during the duration of a personal leave of absence; however,
insurance premiums (health, dental, and life) for the employee will be paid for the duration of the leave,
not to exceed thirty (30) days.

Military Leave
An employee who enters active military service in the Armed Forces of the United States or the National
Guard, under the provisions of selective service by call to active duty or by voluntary entrance, shall be
entitled to a leave of absence without pay for the period of time required to fulfill the military
obligation. The leave and right to restoration to an employee’s former position shall automatically
terminate if the employee voluntarily remains in the military service beyond the minimum term of
service.
An employee with a service status in the Armed Forces of the United States or who has membership in
the National Guard, who is called upon to participate in reserve training sessions, shall be permitted to
either use paid leave or take a leave without pay for this purpose.
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DRESS CODE, WORK AREA RULES and PERSONAL CONDUCT
Introduction
The basic rule of thumb for attire, work area and conduct is to present to the public and co-workers a
clean, professional and respectful image and attitude. All county employees are representatives of
county government as a whole and should, at all times, present a positive image.
Department heads will address instances where an employee’s attire, workspace or appearance does
not comport to the guidelines in this section. Employees may be sent home, without pay, to correct
their attire or appearance. Repeated violations will subject the employee to disciplinary action.

Dress Code
This is a general dress code for all county employees interacting with the public in an office
environment. Departments with employees who perform physical labor or who work outside may have
standards that better suit the work environment for their employees. Any department head may adopt
a more specific dress code as necessary for an employee’s role in the county. In all cases, the basic rule
of thumb, that clothing be clean and professional in appearance, applies.
General Dress Code:
1. Business casual
2. Suits, sports coat or blazer when appropriate
3. Dress shirts and pants, Docker style pants
4. Dresses and skirts
5. Capris or skorts
6. Sleeveless tops which are not revealing (women only)
7. Leggings and tights are permitted only when a covering top, skirt or dress falls to mid-thigh
8. Appropriate footwear
9. All clothing must be free from holes, tears or stains
Prohibited Attire:
1. Blue jeans or cargo pants
2. T-shirts
3. Clothing with logos that may be considered offensive or objectionable
4. Sweat shirts or jogging suits
5. Short shorts, mini-skirts, low cut tops, halter tops or any attire, top or bottom, that is overly
revealing
6. Slippers, flip-flops or similar footwear
Department heads may institute a casual attire day, such as casual Friday, and permit employees to
wear blue jeans, sweatshirts and similar attire. Even though casual, an employee’s attire should be
clean, tasteful and not create a distraction for either customers or co-workers.
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Work Area Rules
The purpose of guidelines for work areas is to promote an office area that is clean, efficient and easily
maintained. Excessive clutter makes it difficult for employees to stay organized and is harder for
maintenance to clean. In extreme cases, clutter can limit available office space and create an unhealthy
environment.
1. Limit personal items to no more than six per work area and occupy no more than 10% of their
personal work surface
2. Individual employees should limit plants to one plant in a small, no more than six inch, pot, not
to exceed 24 inches in height or length
3. Employees should refrain from displaying items that are political, offensive or distasteful
4. Candles and other open flame devices are prohibited
5. Personal heaters or refrigerators are prohibited. If these items are found in county offices the
Building and Grounds Department will contact the department head to report the prohibited
item. If found again, they will be confiscated.
6. Candle warmers and scent diffusers are restricted to daily use during business hours. They must
be unplugged from electrical outlets at the end of each day. If these items are found in a noncompliant state the Building and Grounds Department will contact the department head to
report the problem. If found to be non-compliant a second time, they will be confiscated.
7. Damage to County property or equipment due to abuse, misuse or neglect on the part of an
employee may be grounds for disciplinary action.

Personal Conduct
Employees should conduct themselves, at all times, in a professional and respectful manner. Personal
appearance and hygiene is important to presenting a professional image.
1. Employees are expected to be neat and clean in their appearance
2. Hair and facial hair must be clean and trimmed
3. While we respect an individual’s desire to express their personality, employees are
representatives of the county and should maintain a professional image

INFORMATION TECHNOLOGY & SECURITY
Employees are provided with equipment, computers, phones and other office equipment, to perform
their required duties. Devices, software and services provided by the County are the property of the
County and no use of these devices, software or services should be construed as personal or private.
Use of any of these items for personal gain is prohibited.
All employees are subject to the Information Technology & Information Security Policy. Each employee
is required to read and acknowledge the policy.
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ALCOHOL AND DRUGS
Alcohol
The consumption of alcohol is forbidden on County premises. Employees may not consume alcoholic
beverages while on duty. Employees shall not report to work under the influence of alcohol or after
consuming alcohol.

Illegal Drugs
Illegal drugs are not permitted on County premises. An employee in possession of an illegal substance
while on duty is subject to disciplinary action.

Prescription or Other Legal Drugs
An employee may not work if their judgement or motor coordination is impaired. Use of marijuana or
its derivatives is forbidden on County premises. Employees may not consume marijuana or its
derivatives while on duty. Employees shall not report to work under the influence of marijuana or its
derivatives or after using marijuana or its derivatives.

MISCELLANEOUS
Weather Emergency
Lenawee County does not expect employees to put themselves in danger in hazardous weather
conditions. Should an employee be unable to make it to work due to a weather emergency, the
employee shall use accumulated paid leave or, if no paid leave is available, take the day as unpaid leave.

Closed Circuit Television (CCTV) Use
Lenawee County may use CCTV to monitor Lenawee County buildings, both interior and exterior, and
parking lots.

No Smoking on County Property
Smoking is prohibited at all times inside County buildings.

Animals
Animals, other than service dogs, are not permitted in County buildings.

Confidential Information
County employees are exposed daily to a great deal of confidential information. None of this
information, including the method or procedure for handling a specific matter or case, should be
repeated or discussed with anyone not connected with the government of Lenawee County. It should
be discussed with other County employees only as necessary for the processing of official business.
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Confidential information may include, but not be limited to, the following:
a) Personal problems of any citizen in their relationship to the County,
b) Programs under study but not promulgated,
c) Future actions of the County which could bring about profit taking at the expense of the County,
d) Any information discussed in a closed meeting which was appropriately convened as covered
under the “Open Meetings Act” (Michigan Public Act No. 267 of 1976).
Discussing confidential information displays poor judgment and undermines the confidence of the
people in County government. Such action could lead to disciplinary action.

Conflict of Interest
No employee shall directly or indirectly maintain any outside business or financial interest or engage in
any business or financial activity which conflicts with the interest of the County or which interferes with
his ability to discharge his duties authorized by the Lenawee County Board of Commissioners. Such
conflict of interest may be subject to disciplinary action.

County Parking Stickers
County parking stickers are required for County employees who park in the downtown lots (Judicial
Building, Old County Courthouse and Annex). County employees that do not use the County downtown
lots, but conduct business in these County buildings, may procure a County parking sticker at their
request by contacting the County Administrator’s Office.

Reviewing Personnel Records
An employee, or former employee, who wishes to review his personnel file must make written request
to the County Administrator or his designee. An employee may request to see his/her file at reasonable
intervals. Employees may not remove any portion of his personnel file from the County Administrator’s
Office. Copies of the contents will be made, at the request of the employee, during his review of the
file. The employer may charge a fee for providing a copy of all or part of the information contained in an
employee’s personnel file.

Personnel Records
Due to various state and federal reporting requirements and maintenance of fringe benefits, it is
important that personnel records contain accurate and up-to-date information. Any changes must be
reported to the County Administrator’s Office in less than thirty (30) days of the event. Failure to do so
could mean a lack of proper fringe benefits coverage until the annual open enrollment period.
Potentially affected personal information includes:
 An employee’s payroll deduction for withholding tax,
 An employee’s change of name,
 An employee’s change in dependent coverage,
 An employee’s change in marital status,
 An employee’s change of address and/or telephone number,
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An employee’s change of beneficiary (required for some fringe benefits),
Any other personal information to insure that employee data is accurate at all times.

Mileage Reimbursement
Employees required to use their personal vehicle for County business shall be advised of this
requirement prior to employment and are entitled to mileage reimbursement at the rate established by
the Lenawee County Board of commissioners. County employees are required to show proof of current
insurance coverage. They are also required to read and acknowledge the Motor Vehicle Usage Policy.

Meal Reimbursement
Reimbursement for meals within the County, unless specifically authorized by a department head, is
prohibited. Expenses incurred for out-of-county meals while on County business may be submitted
through departmental travel expense vouchers, subject to the Accounts Payable Policy. Employees will
be reimbursed for the actual cost of the meal, sales tax and customary tip up to the maximum per meal
amount. Tips beyond customary amounts will not be reimbursed. Expenses for meals above the
maximum amount will not be reimbursed. Employees utilizing County funds in excess of these
guidelines will be subject to disciplinary action and excess funds will be reclaimed through payroll
deduction.

Safety and Health
Lenawee County is in compliance with the Michigan Right-To-Know Law which covers hazardous
substances and chemicals. The Occupational Safety and Health (OSH) Act covers all private and public
sector employers and employees and is administered by the Occupational Safety and Health
Administration (OSHA).
All employees will be trained in the handling of such chemicals/substances. Each department head has
a list of such substances/chemicals located in their department. A central file of substances/chemicals is
kept in the County Administrator’s Office and at the County Sheriff’s Department. Contact the County
Administrator’s Office for further information.

Physical Examination
All new employees may be required to take and successfully pass a physical examination to determine
their physical capability to perform the duties required of their assigned position. Such physical
examination shall be administered and designated by the County. If an employee disagrees with the
findings, he/she may get a second opinion from a second physician of his/her choice at his/her expense.
If a disagreement still persists, a third physician may be chosen by mutual agreement between the two
doctors (the employee’s doctor and the County’s doctor). The cost of the third physician shall be evenly
shared between the County and the employee.
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Tuition Reimbursement
Please contact the Administrator’s Office for information regarding the current Tuition Reimbursement
Policy and a Tuition Reimbursement forms. The Tuition Reimbursement Policy can also be found at
www.lenawee.mi.us > Human Resources > Employee Information.

PAYROLL PROCEDURES
Payroll Period/Payroll Check
Lenawee County employees are paid bi-weekly after completion of the pay period. Each payroll check is
for a two (2) week period beginning on Friday and ending on Thursday, fourteen (14) calendar days
later. Payroll is distributed by mandatory direct deposit on the Thursday following the preceding
Thursday of the last week of the pay period.

Time Sheets
Time sheets are to be completed by each employee by the end of each pay period. The number of
hours worked and the number of hours not worked but to be paid (i.e., holiday, leave time,
bereavement, etc…) and hours not worked with no pay are to be indicated appropriately on the time
sheet. Time sheets must be signed and submitted to the Department Head for review and signature. An
employee will not be paid if the time sheet is not properly submitted.

Payroll Deductions
Mandatory deductions from an employee’s pay include Federal and State withholding taxes, FICA, City
tax (if applicable), retirement fund contributions (if applicable), health and vision insurance
contributions (if applicable), and wages garnishments (if applicable) as ordered from a judicial or
government agency.
Optional deductions from payroll checks may include the following, when requested, per proper
procedure:







Deferred compensation (Government 457 plan)
United States savings bond (Series E)
United Way
Salvation Army
Fringe benefit premiums (applicable only to certain part-time employees)
Health Savings Account contribution

Questions concerning mandatory or optional deductions should be directed to the County
Administrator’s Office or the Payroll Department.
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SEPARATION
Resignations
Employees who plan to resign voluntarily must notify the County of their intention in a letter to their
Department Head with a copy sent to the County Administrator’s Office. Employees will submit their
letter of resignation at least two (2) weeks before the effective date of resignation. Upon receiving a
letter of resignation from the employee the Department Head will complete a “Personnel Action Form”
for the employee to sign.

Retirement
Employees who plan to retire from employment shall follow the procedure as outlined above for a
voluntary resignation. In addition to the above, an employee who is a participant in the Lenawee
County Defined Benefit Retirement Plan and is planning on retiring should make contact with the County
Administrator’s Office ninety (90) days prior to retirement so proper procedures can be discussed. The
necessary retirement paperwork, and continued insurance procedures when applicable, will be
reviewed at that time. Notice of Retirement benefit forms cannot be completed until after an employee
receives his/her last paycheck. The first retirement check will be issued approximately 4-6 weeks after
completion of retirement forms.

Layoff and Recall from Layoff
Whenever it becomes necessary for the County to layoff employees, employees will be laid off on a
departmental basis and, in part, on their total amount of credited service and their ability to perform
their job. Generally speaking, employees with the least amount of credited service would be laid off
first and when recall from layoff takes place, employees with the most credited service on layoff will be
recalled first. The layoff and recall are subject to the employee’s ability to perform the work available.
Employees who are on layoff will be subject to a recall up to a maximum of one (1) year.
Employees who are on layoff from Lenawee County shall have their benefits with Lenawee County
terminated effective immediately. The employee will be offered the opportunity to continue their
medical/dental/vision under the terms and conditions of the Consolidated Omnibus Budget Act of 1985
(COBRA).

Voluntary Layoff
In the event layoffs become necessary, at the discretion of the Elected Official or Department Head,
employees in the affected job classification may be offered the option of a voluntary layoff. In the event
that more than enough individuals opt for voluntary layoff, the choice of who shall be made by the
Elected Official or Department Head. Voluntary layoff shall be for no more than thirty (30) days. The
employee who elects voluntary layoff shall not have the right to return to active work for thirty (30) days
unless recalled. An employee on voluntary layoff may be recalled at any time.
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While on voluntary layoff:
 Paid leave days will not accrue, continue or be paid.
 Medical, dental, vision, life and disability insurances shall continue for 30 days.
If at the end of the 30 day voluntary layoff there is still a need to reduce staffing in the affected job
classification, the employee on voluntary layoff may return to work and the Elected Official or
Department Head shall determine how to reduce staffing based on the layoff provisions in this section.
The provisions of the Voluntary Layoff section are strictly voluntary and no employee should feel
obligated to participate in a voluntary layoff.

Dismissal or Demotion
Any employee may be dismissed or demoted by the Department Head.

Return of County Property
All property belonging to Lenawee County shall be returned to their Department Head prior to an
employee receiving their final paycheck.

Continuation of Health Benefits After Termination
Any employee who is on layoff from Lenawee County shall have their benefits with Lenawee County
terminated effective immediately. (See C.O.B.R.A.)
Any employee who voluntarily terminates their employment with Lenawee County shall receive
payment of unused accumulated paid leave time in the last paycheck issued to that employee. If the
remaining leave time is 150 or less hours (up to 18.75 days for an 80 hour pay period; up to 20 days for a
75 hour pay period), leave time will be paid in one check. Any remaining leave time at termination of
more than 150 hours, not to exceed the maximum, will be divided into two pay periods upon the
request of the employee.

Consolidated Omnibus Budget Reconciliation Act (C.O.B.R.A.)
Per the C.O.B.R.A. regulations adopted by Congress any employee who is covered by the County’s group
health and dental insurance policies, and who terminates employment for any reason, shall be given the
option to continue in the County’s group health and dental plans at their own cost for up to eighteen
(18) months after termination. All necessary forms and rates will be provided by the County
Administrator’s Office.
In addition, any dependent who loses eligibility for coverage (including divorce, marriage, age) may also
elect continuation of coverage at one’s own cost under the C.O.B.R.A. provision. Detailed information
and forms are available from the County Administrator’s Office.
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Acknowledgement
I have read and understand the content and expectations of the Lenawee County Personnel Handbook.
I acknowledge that I have access to a copy of this policy and agree to abide by the policy as a condition
of my employment and my continuing employment with the Lenawee County Government.
I understand that if I have questions, at any time, regarding the Personnel Handbook, I will consult with
my immediate supervisor and/or Lenawee Human Resources Coordinator.
Please read the Personnel Handbook carefully to ensure that you understand the information before
signing this document.

Employee Signature:
Employee Printed Name:
Date:
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Scope
The goal of information technology at Lenawee County is to provide a reliable and productive
computing environment for Lenawee County staff, citizens and partners. The goal of this document is to
set a standard regarding the confidentiality, integrity, availability, authentication, and nonrepudiation of
Lenawee County’s network infrastructure, and information technology assets. These Information
Security Policies represent the efforts of the Lenawee County Information Technology Department
(hereafter referred to as "Lenawee IT") to define a set of guidelines that provides a secure environment
in which to manage and operate the County’s information assets.
This policy will establish best practices and provide guidance for Lenawee County employees to follow
in an effort to better secure our network infrastructure and IT assets. Standards and related processes
and procedures will be developed and maintained to ensure compliance with these policies.
All departments and employees within Lenawee County will comply with the requirements and
guidelines set forth in this policy, as well as any supporting documentation, designed to help facilitate the
implementation of this policy. This policy is also intended to include compliance by any Lenawee County
customer, vendor, contractor, or guest with a presence on, or device connected to, the Lenawee County
network.
This policy applies to all Lenawee County employees, all businesses providing services to the County,
customers/partners to which the County is providing services to, and governmental agencies which have
the need to exchange communications or data information pertaining to Lenawee County business and
services. Hereinafter this group will be identified as “staff, customers, and partners”.
This policy also applies to all staff, customer, and partner use of County technology assets. County
technology assets includes, but not limited to, desktop or laptop PCs, tablets, cell phones, smartphones,
telecommunications systems, systems accessed remotely (webmail, Citrix, etc), servers, switches, and
other network equipment.
Any agreements or contracts entered into between the County and its business service providers,
customers, partners or governmental agreement/contracts shall not supersede these policies. Should any
conflict occur between such agreements the order of interpretation are; these policies first and then any
agreement or contract.

Adoption

The Information Technology and Information Security Policy #2019-011 is HEREBY adopted by the
Lenawee County Board of Commissioners at a regular meeting held Wednesday, April 10, 2019, in the
Old County Courthouse, Adrian, Michigan.

David Stimpson, Chair
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Roxann Holloway, Clerk

Point of Contact
Contact the Lenawee IT Department helpdesk with any questions regarding this policy at (517) 2644788.

Roles and Responsibilities
All users are responsible for:
 Knowing, understanding, and following all County policies.
 Exercising good judgment and acting in a professional manner when using County technology
resources.
 Upon transfer to a new assignment, requesting that the authorities assigned to their User ID be
changed to reflect the access requirements of the new job.
 Immediately reporting security incidents such as their computer becoming infected with a virus.
Management is responsible for:
 The actions of their staff, contractors, and volunteers and must ensure that all standards
applicable to their environment are followed.
 Alerting Lenawee IT via the appropriate form, email, or the helpdesk line when a user transfers
to new responsibilities. The privileges assigned to the user’s ID must be changed to reflect the
access requirements of the new job.
It is the responsibility of department heads and elected officials to ensure that County Information
Security policies and procedures are followed by employees and others who may be under their direction
within their departments.
It is the responsibility of county employees and others who use county equipment or facilities to adhere
to all County Information Security policies and procedures.

All equipment, programs and services, provided to Lenawee County employees, customers,
vendors and contractors, are solely for county government purposes. Individuals operating
on such devices and connections should have no expectation of privacy. Such equipment
and programs, and the files and communications contained thereon, are subject to review
and removal at the discretion of the Lenawee County.

Technology, Internet, and Email Usage
These policies provide guidelines for the proper use of the Internet and email by Lenawee County
employees and representatives of other organizations that access the County’s Internet and email
systems.
This policy applies to all Lenawee County employees, interns, contractors, vendors, temporaries and
guests, including all personnel affiliated with third parties that have access to the Lenawee County
network.
In part, this policy is established pursuant to the authority of the Enhanced Access Records Act, 1996
P.A. 462 and it does not amend or change any Lenawee County policy related to the Freedom of
Information Act (FOIA).
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Department heads and elected officials shall ensure that County Internet and email policies and
procedures are followed by employees and others who may be under their direction.

Employee Conduct
At all times Lenawee County employees, interns, contractors, vendors, temporaries and guests, shall
exercise good judgment and conduct themselves according to existing Lenawee County and individual
department policies and procedures.
If it doesn’t sound like a good idea, it probably isn’t, ask your supervisor or Lenawee IT for clarification.
 While on work time the email systems and the Internet will be used for only Lenawee County
business.
 Employees may use Internet access and email for personal use but these activities must be done
on their own time. It is recommended that employees use personal email accounts for personal
use in order to maintain a separation of work and personal activities. However, all access to the
Internet and email using County equipment or facilities will be subject to the terms of this policy.
 Employees must use County email account(s) for County work.

Email Messages

All information contained within the email system is owned by Lenawee County and subject to the
Freedom of Information Act. No confidentiality shall be assumed regardless of the content and nature
of the message.

Web Sites and Web Content

It is the responsibility of department heads and elected officials to ensure that departmental web pages
on the County websites are accurate and up to date and comply with County standards.
Lenawee County shall not allow advertisements, sponsorships or endorsements on County web sites,
including vendor-hosted web sites. Links to businesses or other non-governmental organizations may be
allowed when the link is strongly related to a County service.
The public shall not be required to provide personally identifiable information to visit Lenawee County’s
web site(s) to read or print information. County agencies may request personally identifiable information
from the public in order to provide specific services that they request. Any information collected for that
purpose shall be only that which is necessary to provide those services and will be handled as it would be
on an in-person visit to a government office. Email addresses obtained as a result of a request to the
County sites shall not be used for marketing purposes. Email or other information requests sent to the
County web sites may be maintained in order to respond to the request or to forward the request to the
appropriate department. Individuals may be able to receive updates on issues important to them but only
if they choose that particular service. By choosing that service, they do not automatically choose other
services. Should they subsequently choose not to receive such informational updates via email, they can
remove themselves at any time.
In order to provide new services, design a more customer-friendly site and facilitate access to it, Lenawee
County may conduct statistical analysis of the traffic on the site. Information that is not personally
identifiable such as IP address, browser type and versions may be collected and used for this purpose.
The site may not attempt to associate this data with information that is personally identifiable. Lenawee
County shall not conduct or participate in on-line profiling (the practice of aggregating information
about visitors’ preferences and interests, gathered primarily by tracking their movements on line and
using the resulting profiles to create targeted content on web sites).
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Prohibited uses of the Internet and Email System

Prohibited uses of County equipment accessing Internet and email include, but are not limited to, the
following, all of which shall be determined at the sole discretion of Lenawee County:
 Acquisition, storage, and dissemination of data which is illegal, pornographic, or which
negatively depicts race, sex or creed.
 Engaging in any form of intelligence collection from Lenawee County facilities.
 Unapproved political activities.
 Engaging in fraudulent activities, or knowingly disseminating false or otherwise libelous
materials.
 Engaging in any activity that can be considered threatening, harassing, slanderous, or defamatory
in nature.
 Any activities that will incur a cost to the County without prior authorization from a department
head.
 Violation of copyright laws.

Internet Use by Elected Officials
Publicly funded access to the Internet by elected officials (and all County staff) will be utilized for
activities related to County business and not for personal political use.
The following activities are prohibited for Lenawee County’s elected officials when using County
supplied Internet access and equipment:





Soliciting funds for any candidate, ballot proposal, political party or political affiliate.
Distributing/sending campaign materials or anything which a reasonable person would interpret
as such.
Distributing/sending appeals to vote for or against any candidate or ballot proposal.
Illegal activities, threats, harassments, slander, defamation, obscene or suggestive messages or
offensive graphical images, accessing pornographic materials, violation of copyright laws.

Social Media
Scope

This policy shall govern the use of social media by Lenawee County employees when posting for
Lenawee County. Sharing information about County programs, news and activities through social media
is an effective way to engage and inform the community. However, it needs to be done properly. If you
use social media to post on behalf of Lenawee County, you must follow this policy. Social media sites
shall include, but are not limited to: Facebook, Twitter, LinkedIn, Pinterest, Instagram and all other sites
that are similar in content and/or character.

Seek Approval

You must have approval from your Department Head or his/her designee to use social media on behalf
of the County. Once your Department Head or his/her designee has approved, you must contact the
County’s Information Technology Department to establish a social media account through the I.T.
Service Center. I.T. must approve the social media site. Only social media sites approved by I.T. may be
used on behalf of the County. The I.T. Department will retain password and log-in information for all
County- sponsored social media. You must follow the I.T. standards for managing County- sponsored
social media sites. To ensure the County has a consistent image on its social media sites, refer to I.T.
standards for the look and feel of County-sponsored social media sites.
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Respect County Resources

It is appropriate to use social media at work only when your use has been approved by your Department
Head or his/her designee and is directly related to accomplishing work goals. You should participate in
personal social media use on your own time. Personal social media use is use that has no official
connection to your work at Lenawee County.

Be Accurate and Authentic

All County-sponsored social media sites must clearly identify that they are maintained by Lenawee
County and prominently display County contact information. Your comments on such sites will directly
reflect upon the County. Make sure posts are factually accurate. Cite and link to your sources where
possible. If you make a mistake, admit it and correct it. When you post on behalf of the County you
must identify your position with the County. Anonymous postings by County commentators are not
allowed.

Be Aware of Legal Considerations

In order to avoid liability for yourself and the County, do not make comments that:
1) discriminate on the basis of race, creed, color, age, religion, sex, marital status, sexual
orientation, national origin, weight, height or genetic information;
2) are sexual in nature;
3) compromise the safety or security of the County or individuals;
4) support or oppose a political candidate or ballot measure;
5) promote illegal activity;
6) violate another party’s copyright, trademark or other protected property;
7) are obscene or profane.
Use good judgment when providing personal information and be aware of legal requirements and
County/Department policies protecting a person’s right to privacy. (e.g., HIPAA -- the Health Insurance
Portability and Accountability Act protects a person’s health information.) Ask for permission before
posting someone’s image, information, or intellectual property. Do not post information about
employees, citizens, vendors, patients or clients being served by the County without first obtaining their
written consent.

Retain posts

Because social media sites are not government sites, they do not follow the State of Michigan Record
Retention Laws and Policies for Local Government. But social media conducted on behalf of the
County is subject to these laws and policies and to the Michigan Freedom of Information Act. You must
follow the State’s record retention laws and policies1.
1. More information about them can be found at the State of Michigan Department of
Technology, Management and Budget website. http://www.michigan.gov/dmb/0,4568,7-1509141_21738-96210--,00.html
Under the State’s record retention rules, many of the items and documents you might post, such
as notices of special events or holidays, and copies of documents already kept in your department do
not need to be saved permanently. You must save a copy of these materials only until the event has
passed, the case is closed, the project is completed, or the information has served its useful purpose.
Most tweets and posts fall into this category because of their transient and temporary nature and
because they do not perform a governmental function or create a County policy. However, you must
also be prepared to respond to Freedom of Information Act requests or to produce documents and
materials in a lawsuit. If you post something that is the only record of a County operation or is the
only record that a County function has been performed, you must keep a copy.
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Post Disclaimer and Removal

Prominently display the following statement on all sites that accept comments from the public:
“The County reserves the right to remove inappropriate comments including those that are
discriminatory, obscene or sexual in nature, threaten or defame an individual or entity, support or
oppose political candidates or proposals, violate the intellectual property rights of another party,
promote illegal activity or commercial products or services or are not related to the topic in the original
posting. Keep in mind that all of your posted comments are public records and subject to disclosure.
Requests for public records may be submitted on the County website at www.lenawee.mi.us under the
Freedom of Information section.” Remove all posts that meet the criteria for removal stated above and
keep a copy of the post.

Use of County Logos

Before using a County logo, you need to get the correct copy of the logo from the I.T. Department. Do
not use a specialized logo, like the Sheriff’s badge or other function specific logo unless you are posting
on behalf of that department. You must use a County- owned logo exactly as produced by the I.T.
Department. If you change the County logo, you could jeopardize the County’s registration/ownership
of the mark. If you want to make a significant change to a registered County logo, it must be
approved by the Administrator’s Office. If you display material that belongs to someone other than the
County, you must give credit to the source or author of the material in your posting. Failure to cite a
third party author or source could be a violation of federal law.

Compliance with County Policies
All County policies apply when you use social media on behalf of the County. This includes
the Communications Section of this policy (use of County equipment for business purposes),
Equal Employment Opportunity Policy (prohibits inappropriate conduct towards others because
of their race, sex, age, etc.), Harassment Policy (prohibits inappropriate conduct or hostile work
environment), and the Personnel Handbook (prohibits sharing of confidential information,
profiting from County employment, prohibits political activities during work hours, in a County
uniform, etc.). You may not use Social Media to advertise for private individuals, firms, or
corporations, or imply in any manner that Lenawee County endorses or favors any specific
commercial product, commodity, or service.

Personal Social Media
You may list your County position in your personal social media accounts but you are not authorized to
speak or comment on behalf of the County. It is recommended that you keep your privacy and security
in mind when engaging in personal social media use. Even with good security measures, the comments
you make may be forwarded to others and accessible for others to see for a long time.

Violations

Employees found to have violated this policy may be subject to disciplinary action up to and including
dismissal from employment pursuant to the County’s Personnel Handbook or other applicable
agreement, and, if applicable, may be subject to prosecution under federal or state laws.

Use of Collaborative Platforms
Lenawee County will endeavor to provide complete, secure and highly-available technology solutions for
County departments. The County’s ability to deliver services in-house may be outpaced by the capability
of consumer and/or business-grade services that would be available for free or for-fee online. When
business needs push the consideration of such services, the following considerations should be applied:
9|Page




When possible, County services should be used. If they cannot be used, the Lenawee IT will be
notified prior to use.
Online or cloud-based systems will be treated as an extension of the Lenawee County network
infrastructure; as such all County policies will apply to the use of these systems.

Department heads will ensure that said documents have the correct permissions, and security settings.

Removable Storage Media and Offsite/Cloud Storage
Removable storage media includes but is not limited to, external hard drives, flash drives, and any device
that will allow the user to remove files or documents from the Lenawee County network infrastructure.
Offsite/Cloud Storage include services such as Google Docs, Box.com, DropBox or any other free or
for-fee service can incur similar risks as removable storage media and must adhere to the same standards
and policies as removable media. In addition if a department determines that these services are necessary,
Lenawee IT must be notified prior to use.
 Documents classified as sensitive in nature should never be transferred off property via
removable storage media. It is far too easy to accidentally misplace the device, thereby possibly
creating a situation with legal ramifications.
 Users should scan their removable storage devices for malware before connecting it to any
equipment within the Lenawee County network infrastructure.
 Lenawee IT reserves the right to monitor any device connected to the network infrastructure.

Ownership of File Systems and Storage
All electronic systems, hardware, software, temporary or permanent files and any related systems or
devices, including all software, applications, or computer files created, written, or used by County
employees on County time or by County employees on their own time using County equipment, shall be
considered the property of the County.
Lenawee IT does not allow the storage of non-work-related files including, but not limited to,
photographs, music, and movies on network storage devices, e.g. network drives G:, H:, M:, etc...
Employees may use computers and telephones for limited personal use on their own time. Employees
may not use equipment, such as printers, plotters or, network storage that consumes resources for
personal use.

Right to Audit
Department heads or their designees and elected officials have the authority to inspect the contents of
any equipment, files, voice mail messages, or other information in the normal course of their supervisory
responsibilities. Reasons for reviews include, but are not limited to: system, hardware or software
problems, general system failure, a lawsuit against the County, suspicion of a crime or violation of policy,
or a need to perform work or provide a service when the employee is not available, or for any other
work related reason as determined by the department head, elected official, or the County Administrator.
In accordance with approved procedures, Lenawee IT has the authority to access any equipment, files,
voice mail messages, or other information in order to support the County’s technology infrastructure. In
doing so, Lenawee IT staff shall generally keep information confidential and may not violate County
policy, state or federal regulations with respect to privacy and confidentiality in the course of their work
and may not disclose the contents of such information to the public or staff.
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The entry, utilization and distribution of data shall be in compliance with all applicable County, federal,
and state regulations and statutes with regard to privacy and confidentiality.

Data and Information Handling
To ensure that information is handled responsibly, end-users must protect the data in their custody from
inappropriate access, disclosure, or destruction. The degree of protection provided correlates directly
with the sensitivity of data regardless of the media. The degree of protection afforded data must be
consistent to help ensure all relevant laws, requirements and regulations are being met. Departments
and/or programs may have data handling requirements that are different than County-wide guidelines.
In such cases the more stringent requirement will prevail.

Transmission of Documents and Information Classified as Sensitive
The transmission of documents deemed as being of a sensitive nature, including but not limited to;
ongoing court cases, Lenawee County Sheriff’s department investigations, health information, or any
information that individual departments would classify as sensitive is prohibited via any unsecured
wireless access points. If you are uncertain if the documents or information should be considered
sensitive, contact your department manager or Lenawee IT for guidance. Until you have received
guidance, treat the documents as if they are considered sensitive in nature.

Data and Records Retention
Data which was initially collected and retained for normal business or legal purposes may no longer need
to be retained. For this reason, all data and information must have a defined record retention period
based on business requirements. Data may be retained beyond the guidelines specified only if it is
necessary due to business requirements, outstanding Legal Hold, litigation, FOIA request, etc.
See Lenawee County’s FOIA Policy
Be aware of record retention requirements of the State of Michigan
https://www.michigan.gov/documents/dtmb/rms_Local_RM_Manual_640086_7.pdf

available

at

The Records Management Manual for Local Governments is prepared by the State of Michigan
and all County Departments are to follow the most current schedule for proper record storage,
retention, and destruction.
According to the manual, Michigan law requires that all records be listed on an approved Retention and
Disposal Schedule that identifies how long the records must be kept, when they may be destroyed, and
when certain records can be sent to the Archives of Michigan for permanent preservation. All Retention
and Disposal Schedules must be formally approved by the Records Management Services (DTMB), the
Archives of Michigan (DNRE) and the State Administrative Board.
Section 491 of the Penal Code (MCL 750.491) declares the improper disposal of local government
records to be a crime.
The general schedules may be found online at: http://www.michigan.gov/recordsmanagement/

Email Retention
Employees shall retain email that has not fulfilled its legally mandated retention period by downloading
and archiving the email in the appropriate departmental record retention media.
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Departments shall ensure that its records are listed on an approved Records Retention and Disposal
Schedule and shall ensure that all employees with email accounts are aware of and implement the policy.
Lenawee County Elected officials, Departments and Employees shall retain records under Departmental
Records Retention unless otherwise directed by County Legal Counsel as it pertains to potential litigation
or specific litigation hold.

Section 1. Introduction
Electronic mail (e-mail) is a means of exchanging messages and documents using telecommunications
equipment and computers. A complete e-mail message not only includes the contents of the
communication, but also the transactional information (dates and times that messages were sent,
received, opened, deleted, etc.; as well as aliases and names of members of groups), and any attachments.

Section 2. Public Records

In accordance with the Michigan Freedom of Information Act (FOIA) (Public Act 442 of 1976, as
amended), e-mail messages are public records if they are created or received as part of performing a
public employee’s official duties.
All e-mail messages that are created, received or stored by a
government agency are the property of the County of Lenawee. They are not the property of its
employees, vendors or customers. E-mail accounts are provided to employees for conducting public
business. Employees should have no expectation of privacy when using the agency’s computer
resources.

Section 3. Retention and Disposal Schedules

Michigan law requires that all public records be listed on an approved Retention and Disposal Schedule
that identifies how long the records must be kept, when they may be destroyed and when certain records
can be sent to the Archives of Michigan for permanent preservation. Retention and Disposal Schedules
for local government agencies are approved by the Records Management Services, Archives of Michigan
and the State Administrative Board. Records cannot be destroyed unless their disposal is authorized by
an approved Retention and Disposal Schedule. The State of Michigan Records Management Services is
available to advise local government agencies about a variety of records management issues.

Section 4. Retention Policy

Just like paper records, e-mail messages are used to support a variety of business processes. Just like
paper records, senders and recipients of e-mail messages must evaluate each message to determine if they
need to keep it as documentation of their role in a business process. Just like paper records, the
retention period for an e-mail message is based upon its content and purpose, and it must be retained in
accordance with the appropriate Retention and Disposal Schedule.

Section 5. E-Mail Storage and Maintenance

The County of Lenawee will retain its e-mail by printing e-mail and related transactional information,
and filing the paper in a manual filing system.

Section 6. Employee Responsibilities
Employees are responsible for organizing their e-mail messages so they can be located and used. They
are responsible for keeping e-mail messages for their entire retention period, and for disposing of e-mail
messages in accordance with an approved Retention and Disposal Schedule.
Many agencies have established automatic purge routines for e-mail messages that are 30 or 60 days old.
However, these purge routines are technology-driven and are not based upon Retention and Disposal
Schedules. Many e-mail messages need to be retained longer than these periods of time. Employees are
responsible for ensuring that e-mail messages with longer retention periods remain accessible until the
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appropriate Retention and Disposal Schedule authorizes their destruction. Note: Records, including e-mail,
cannot be destroyed if they have been requested under FOIA, or if they are part of on-going litigation, even if their retention
period has expired.
Employees who use a home computer and a personal e-mail account to conduct government business
must manage their work-related e-mail the same way as those messages that are created and received
using government computer resources.
Just like paper records, e-mail messages might be subject to disclosure in accordance with FOIA. They
can also be subject to discovery once litigation begins. Employees should be prepared to provide access
to their e-mail to their FOIA Coordinator or an attorney for the County of Lenawee under these
circumstances.

Section 7. Information Technology Staff Responsibilities

Individual employees are responsible for deleting messages in accordance with the appropriate Retention
and Disposal Schedule. However, deleted messages may be stored on servers and backup tapes for
several days, weeks or months after they are deleted. Information technology staff will ensure that
deleted messages are rendered unrecoverable within 1 week of employee deletion. Note: The destruction of
e-mail messages on servers and backup tapes must cease when an agency becomes involved in litigation or when it receives a
FOIA request.
Many e-mail messages need to be kept longer than the original technology that was used to send and
receive them. New technology is not always compatible with older technology that agencies may have
used. Information technology staff will ensure that older e-mail messages remain accessible as
technology is upgraded or changed. Each time technology upgrades and changes take place information
technology staff will ask agency administrators for information about the existence and location of older
messages so they can be migrated to the new technology.

Section 8. Administrator Responsibilities
Agency administrators are responsible for ensuring that their employees are aware of and implement this
policy. They are also responsible for ensuring that their agency has an approved Retention and Disposal
Schedule that covers all records (regardless of form or format) that are created and used by their
employees.
Agency administrators are responsible for ensuring that the e-mail (and other records) of former
employees are retained in accordance with approved Retention and Disposal Schedules.
Agency administrators are responsible for notifying information technology staff when the agency
becomes involved in litigation or when a FOIA request that involves e-mail is received.

Section 9. FOIA Coordinator Responsibilities

Just like paper records, e-mail messages might be subject to disclosure in accordance with FOIA. FOIA
coordinators are responsible for identifying if the records that are requested by the public are stored in email, even if the public does not specifically request e-mail. They are also responsible for ensuring that
information technology staff is notified that a FOIA requesting involving e-mail was received to prevent
the destruction of relevant messages.

Section 10. Attorney Responsibilities

Just like paper records, e-mail messages might be subject to disclosure during the discovery phase of
litigation. Attorneys representing Michigan government agencies are responsible for identifying if the
records that are requested during the discovery process are stored in e-mail, even if the discovery order
does not specifically request e-mail. They are also responsible for ensuring that information technology
13 | P a g e

staff is notified that a discovery order involving e-mail was received to prevent the destruction of
relevant messages.

User Access
The purpose of this policy is to establish controls on the provisioning and revocation of access to
County information systems and data and to enforce compliance with these Information Security
Policies. Access to County resources will be formally controlled and granted only when a legitimate
business need has been demonstrated and access has been approved to fulfill specific job requirements.

Access Control

Access to County information and information systems are controlled based on the concept of need-to
know. Access will be granted, by departmental request, for an approved business and/or security
function. Access must be revoked in a timely manner when that access is no longer required. Lenawee
IT will establish and maintain Access Control standards and procedures necessary to control the
provisioning or revocations of access rights to information systems and the data residing on those
systems.

Access Reviews
Lenawee IT will establish Access Control standards and procedures which will include processes for
conducting periodic access reviews. These reviews will be initiated by Lenawee IT and conducted by the
County department managers and managers of partner and customer organizations to ensure that
current access rights are appropriately provisioned. Any access deemed inappropriate during review will
be revoked in a timely manner through the process defined by Lenawee IT.

Reporting Changes in Staff Responsibilities
Changes in employee position or responsibility frequently results in changes in “need to know” and
therefore to system access privileges. It is the responsibility of the department head, elected official, or
designee to report changes in staff assignments or job titles that would result in changes to access rights.
Changes should be reported to Lenawee IT in a timely manner through the appropriate automated form
or email so that access rights can be updated.

Passwords
Passwords are the “front line” of protection for any organization’s information technology assets. Poorly
chosen or compromised passwords can result in the compromise of Lenawee County’s entire network.
These policies apply to passwords on all County devices or non-County devices connected to the County
network such as, but not limited to, all computers either portable or stationary, tablets, cell phones,
shared documents, cloud storage, Remote Access, Wireless Access, and Virtual Private Networks (VPN).

Password Length and Renewal

All passwords utilized by Lenawee County employees, vendors, contractors, or guests will meet a
minimum length and utilize a combination of alpha-numeric and special characters as defined by the
current FBI-CJIS/HIPAA standards. All passwords will be changed on a regular basis. Any individual
who believes that their password may have been compromised must change it immediately and notify
Lenawee IT through the Help Desk line.

Password Lock for Smartphones and Tablets

Smartphones and tablets connected to County systems are required to have a password lock.

14 | P a g e

Password Storage

Passwords, will not be written down, shared with anyone, or used for multiple accounts. Do not utilize
the “Remember Password” feature in applications or web browsers. If anyone demands your password,
refer them to this document, or Lenawee IT.

Password Protected Screen Saver
To help secure County owned physical devices or any device connected to the County network, a
password protected screen saver is required to be activated after a predetermined time based on current
FBI-CJIS/HIPAA standards.

Generic Accounts
In order to maintain non-repudiation in our network environment, the use of generic or shared accounts
(domain accounts not assigned to an individual user) are prohibited. Non-Repudiation refers to the
ability to know who does or did what on a computing system, or a service that provides proof of the
integrity and origin of data, as well as an authentication that with high assurance can be asserted to be
genuine. Any system, application, or database that currently uses a generic account will be required to
develop a plan to remediate the issue. In the interim, it is required that the account owner documents the
following:
 Name of the account, business purpose and a list of individuals with access to the account
 Method of monitoring account use and escalating when unauthorized use is detected
 Standard for regularly changing password
In no case shall an individual named user account be shared.

Remote Access
In order to promote efficiency and flexibility, Lenawee IT continues to develop means for employees,
interns, contractors, vendors, and customers to access County systems both onsite and offsite and in
some cases 24 hours per day. This policy applies to remote access connections used to do work on
behalf of Lenawee County, including accessing applications, reading or sending email, and viewing
intranet web resources.
This policy applies to all Lenawee County employees, interns, contractors, vendors and agents with a
Lenawee County owned or personally-owned computer, laptop, workstation, tablet, cell phone, or any
other device used to connect to the Lenawee County network. It is also applicable to connections made
via remote servers, frame relays, ISDN, DSL, SSH, cable modems or other similar devices.

Remote Access General Policy
It is the responsibility of Lenawee County employees, interns, contractors, vendors and agents with
remote access privileges to Lenawee County's network to ensure that their remote access connection is
given the same consideration as the user's on-site connection to the Lenawee County network.
Personal equipment that is used to connect to Lenawee County's networks must meet the requirements
of Lenawee County owned equipment for remote access.
Remote access shall be used for business purposes only and the connection should be terminated (close
connection or log off) when County business is complete.
Policies that apply to on premise access also apply to use of remote access.
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Wireless Network Access
Lenawee IT continues to develop in-building wireless networking capabilities to increase staff and guest
productivity and flexibility. The purpose of this section is to provide guidelines for access to wireless
networks in general and access the Lenawee County internal network infrastructure via connections to
wireless networks.
This policy applies to all Lenawee County staff, customers, and partners, including all personnel affiliated
with third parties utilizing wireless technologies to access the Lenawee County network.

Wireless Access Policy

Lenawee County will establish separate wireless networks that provide a range of differentiated access
and security. Lenawee IT will establish and publish Wireless Access Standards with current details on the
configuration of wireless networks.
In general, secure wireless is only for County-managed devices to connect to the internal network. Public
wireless is for devices that are not County-managed. Regardless of which wireless network the user has
access to; end users must adhere to all standards and procedures defined by Lenawee IT for access and
appropriate use.

Authorized Devices

The purpose of this policy is to identify which devices may be connected to the County’s secure network
and which will be treated as “guest” devices and therefore connected to a public network. This
distinction is important to provide a higher level of reliability and security.

County-Managed and Non-County Managed Devices

A distinction is made between devices that are “County-managed” and those that are not. Only Countymanaged devices will have direct network login to the trusted County network. Devices that are Countymanaged include those that are provided by the County and are loaded with an Operating System image
(e.g. Microsoft Windows) that has been developed by and is actively managed by Lenawee IT, including
automated updates for the Operating System. Those devices that are not County-managed would be
those that are commonly referred to as BYOD (Bring Your Own Device) systems. These could include
user-owned laptops, smart phones or tablets that are not County managed. Regardless of the type of
device or ownership, any device that is not County-managed will not be able to connect directly to the
County private networks.
No device shall be added to the County’s secure network without prior approval of Lenawee IT. Any
unauthorized wireless device connected to the County secure network will be removed by Lenawee IT
and the individual responsible shall be subject to rules of enforcement defined in this policy document.

Communications – Wireless, Pager, Phones, Faxes, Etc.
The Lenawee County wireless communications policy is to provide coordination of services and limited
support for wireless devices used by Lenawee County employees who have a recognized business
requirement and have the approval of their department head for the expenses involved.
Specific details are covered in the sections that follow. Wireless devices purchased with County funds
shall be the “best fit” for the required situation. The best fit will be the most cost effective device that
meets the documented need of the specific employee authorized by the department head to participate in
the wireless program. An employee may purchase a more expensive device by prepaying the difference
between the best fit option and the device of their choice. Wireless plans will be paid for out of
department budgets based on the need determined by department heads. To use County funds
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responsibly, County-sponsored wireless services are restricted based upon the type of service necessary
to meet the individual user's responsibilities.

Vendors
In an effort to realize “economies of scale”, the vendor selection will be submitted by the Information
Technology department to the Administrators office for review and approval. Periodically a study will be
conducted to certify a vendor in the following areas.
 County coverage
 State contracts
 Other negotiated co-op plans
 Price or costs
 Features
 Current needs

Wireless Plans

Information Technology responsibilities: To advise the Administrators office in tailoring wireless
plans that first serve the County as a whole and then at the department level.
Department Head responsibilities: Determine and document the type of service needed based on the
individual user’s responsibilities. Obtain from the Information Technology Department the type and
cost of the best fit device for each specific application.

Device use and protection

It is the responsibility of each employee to use reasonable care in handling and protecting wireless
devices. In the event such equipment is lost, stolen, or damaged beyond repair, replacement costs shall
follow the original purchase policy. If a pattern of neglect is identified the employee responsible for the
device shall be responsible for the entire cost of replacement. Employees may, at the employee’s
expense, purchase insurance protection for their device.
Expenses above and beyond the wireless plan will be paid by the employee. Use of wireless devices while
operating a motor vehicle is prohibited. Each department head is responsible for investigating abuse or
misuse of any County resources.

Wireless device request process
An employee must submit a request to their department head for wireless products. Monthly fees for
service will be paid for by the department in which the employee works. Best Fit wireless devices will be
paid for from departmental funds. Prepaid funds for upgraded wireless devices shall be deposited in
trust accounts and be distributed at time of purchase.

In the event of a staff termination/resignation
County-owned wireless devices must be turned in to their department head when the employee leaves
the County. Any accessories provided with or for the device, or paid for by Lenawee County through the
expense process, must also be turned in with the device. Upon separation from the County, the device
and phone number may be released upon request and joint approval of the department head and the
Information Technology Department.

Traditional paging services
Should an employee’s job require a pager, the County will issue a pager according to the following
guidelines:
 The cost of the device will be charged to the employee’s department on a monthly basis.
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When the pager is issued, the employee will be given customer service information for the
relevant paging company. Should the employee experience any difficulty with the pager, it is the
employee’s responsibility to contact the paging company to troubleshoot the difficulty.
 If the pager is lost, stolen, or damaged, the employee must notify their department head at once.
The employee’s department must pay for the cost of repair or replacement.
 If the employee’s need for a pager should pass, or if other communication methods are adopted
to replace the pager, the pager must be turned in to their department head.
 The pager must be turned in their department head upon moving to another department or
leaving the County.


Telephone and Fax Communications

This policy is to provide services and limited support for telephones and fax machines to employees who
have a recognized business requirement and have the approval of their department head for the expenses
involved.
Specific details are covered in the sections that follow.

Device use

It is the responsibility of each employee to use reasonable care in handling and protecting telephone and
fax devices provided by or paid for by the County. Should such equipment be lost, stolen, or damaged
beyond repair, replacement costs must be borne by either the responsible employee or by the employee's
department at the discretion of the employee's department head and depending upon the circumstances
of the loss.

Telephone or Fax device request process

An employee must submit a request to their department head for telephone or fax products. Fees for the
device will be paid for by the department in which the employee works.

Reporting phone loss, damage incident
Should an employee’s telephone or fax be lost, stolen, or damaged beyond repair, the County will pay for
a replacement only upon approval of the expense by the employee’s department head. Costs for
replacements will be billed to the employee’s department.

All County Communication Devices/Equipment

As a matter of sound business practice, personal phone calls on County time and County phones are
discouraged. Personal for-profit business is NOT ALLOWED on County owned equipment. Each
department head is responsible for investigating abuse or misuse of any County resources; and may
review the content of any County-owned communication equipment at any time.

Freedom of Information Act (FOIA)

In accordance with the Freedom of information Act, both county-owned and private communications
equipment may be subject to FOIA requests.

Acquisition and Implementation of Technology Systems
This policy shall govern all technology purchases and implementations to ensure that they are made and
used in accordance with the County’s long term direction for technology. Additional detailed
information regarding IT and telecommunication systems will be defined in associated procedures and
standards.
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Purchase of Technology Systems and Services

Lenawee IT shall create, maintain and administer standards and procedures for the purchase and use of
computer and telecommunications systems, including, but not limited to: personal computers (PCs),
printers, smart phones, tablets, scanners, telephones, Interactive Voice Recognition (IVR) Systems,
Automated Call Distribution Systems (ACD), video and video conferencing.
All implementations of computer hardware, software, technology infrastructure, or telecommunications
systems shall be in compliance with standards and compatible with the County’s long-term direction for
technology.
All purchases of computer hardware, software, technology infrastructure, or telecommunications systems
shall be made by or with the approval of Lenawee IT and in accordance with the County’s procurement
procedures.
All grant applications that include computer hardware, software, technology infrastructure or
telecommunications systems shall be reviewed and approved by Lenawee IT and a plan for
replacement/maintenance shall be developed before they are submitted.
All devices connecting to the County’s secured network including; computers, printers, tablets or other
networked devices, must be approved and managed by Lenawee IT. Non-secured devices are not
allowed to connect to the County’s private network.
Unless otherwise mandated by state or federal regulations, all computer hardware, software, technology
infrastructure or telecommunications systems shall be the property of Lenawee County and shall be
under the control of the Board of Commissioners.

Software Licensing and Development
The Board of Commissioners acknowledges all pertinent license and copyright agreements affecting
software. County employees are advised of their responsibility to abide by these agreements and are
specifically forbidden to install or use software in a way that would violate the license agreement for the
software. County employees are forbidden to copy or otherwise convert software in violation of
copyright laws or license agreements.
All software, applications, or computer files created, written, or used by County employees on County
time or by County employees on their own time using County equipment, shall be considered the
property of the County.

Commitment to the Environment
Lenawee County is committed to minimizing the impact on the environment associated with purchase,
use, and disposal of technology equipment. Lenawee IT will develop procedures and standards that
reduce ongoing energy consumption and reduce the environmental impact of taking equipment out of
service.

IT Systems and Network Operations
This policy applies to all information technology systems and assets owned and or operated by the
County including but not limited to: Local Area Networks (LAN); Wide Area Networks (WAN), Virtual
Private Networks (VPN) that connect users, partners, vendors and remote staff to County systems.

19 | P a g e

Administrator Accounts

Administrator accounts will be limited to the minimum number of staff required to perform those duties
requiring elevated access. These accounts are to only be used for performing required administrative
duties and not used for non-administrative functions. Individual end user accounts are to be used for
daily employee business and not to be provided administrative privileges. Specified members of Lenawee
IT based on their level of responsibility will be the only individuals assigned administrator accounts for
the infrastructure, computers, switches, servers and other hardware equipment and such accounts will
not be assigned to unapproved non-County IT staff.

Confidentiality
Lenawee IT staff and contractors in their normal course of work may come across sensitive information.
Staff will hold such information in confidence, shall not share such information without authorization,
shall not seek out confidential information, or use such information for personal gain. If, in the normal
course of work, Lenawee IT staff comes across information that identifies or implicates illegal activity,
he/she will report this information to the Administrator's Office. Additionally, if sensitive information is
discovered that is not adequately safeguarded, staff will report to the Administrator's Office, department
management and Lenawee IT so that corrective action can be taken. Lenawee IT will develop a nondisclosure agreement for staff and contractors to ensure understanding and compliance with this section
of the Information Security Policies.

Patch Management (Operating System and Application Security Updates)
For County-managed devices, Lenawee IT will establish and maintain processes that will ensure all
equipment has been updated with the latest updates prior to being placed into production as well as a
process which defines how updates will be distributed to existing systems and applications. For noncounty managed devices it is the user’s responsibility to ensure that the devices being used to connect to
the Lenawee County wireless network(s) have the most up-to-date security patches for the device’s
operating system, applications and peripheral devices.

Configuration Management
System hardening will be implemented for server, network and end user devices. Procedures will be
developed and maintained that will, at a minimum, outline the following items:
 That only those components and software required to accomplish the specific business or IT
purpose of the system or device will be installed.
 Standards that are consistent with best practices as recommend by vendors and industry sources
will be followed.
 Ensure the removal of all vendor defaults such as guest or other generic accounts and their
associated passwords from systems and applications.
 System security parameters that will be configured in a manner to prevent misuse.

Change Management
Lenawee IT will establish and maintain a formal change management process to ensure satisfactory
control of all changes to equipment, software and related procedures. Change management procedures
detailing the processes, roles, documentation and tools required to implement changes in the production
environment will be documented and communicated to all existing and future Lenawee IT employees,
interns, contractors and/or vendors as required.
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Malware/Antivirus Protection
Lenawee IT will deploy anti-malware/anti-virus software on the network and end user systems in order
to protect County systems from malicious code. Procedures for maintenance of anti-malware/anti-virus
software will be documented and maintained by Lenawee IT.

Disaster Recovery and Business Continuity
The Office of Emergency Management and Lenawee IT shall develop, maintain, and administer a
County-wide Disaster Recovery and Business Continuity Plan following industry best practices for such
plans and be in compliance with federal and state regulations. The plan shall be reviewed, updated and
tested on a regular basis. Included in the Disaster Recovery Plan will be a list of critical computer
applications and the priority order, as determined by the County Administrator in which they will be
restored to service in the event of a disaster that affects multiple applications. Each County department,
in collaboration with Lenawee IT, will maintain their section of the business continuity plan to follow in
the event of a disaster.
Lenawee IT will be responsible for backups of software and data on servers and network storage devices
(not a local PC) under the management of that department. Backup copies of software and data shall be
kept in a different physical location than the original versions.

Incident Response
Lenawee IT has deployed administrative, technical and physical controls to protect County IT assets and
the information they contain. However, in the event a control fails to protect this information, Lenawee
IT will establish and maintain an Incident Response process and procedure to mitigate the damage,
investigate the cause, resolve the issue, and strengthen or implement new controls as needed.

Physical Access to IT Network Resources
Lenawee IT has the right to prohibit non-escorted staff, guests, vendor or contractors from entering
locked rooms containing IT infrastructure equipment. Any access must be made through a request to
Lenawee IT management.

Other Policy Compliance Requirements
Lenawee County is required to adhere to many external policies including but not limited to FBI-CJIS
and HIPAA standards.

Annual Policy Review
This Information Security Policy will be reviewed on an annual basis or whenever there is a significant
change to the County’s IT Infrastructure or departmental structure that could impact the policy. Any
changes will be documented, reviewed and submitted to the board of Commissioners for final approval.

Monitoring
The Lenawee IT reserves the right to monitor any device connected to the network infrastructure. All
electronic systems, hardware, software, temporary or permanent files and any related systems or devices
are the property of Lenawee County.
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Lenawee IT, department heads or their designees and elected officials have the authority to inspect the
contents of any equipment, files, and voicemail messages in the normal course of their supervisory
responsibilities.
Reasons for reviews include, but are not limited to: system, hardware or software problems, general
system failure, a lawsuit against the County, suspicion of a crime or violation of policy, or a need to
perform work or provide a service when the employee is not available, or for any other work related
reason as determined by the department head, elected officials, and the County Administrator.

Enforcement
Any employee, vendor, contractor or guest, found to have violated this policy may be subject to
disciplinary action, up to and including termination of employment and/or contract.
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INFORMATION TECHNOLOGY
&
INFORMATION SECURITY POLICY
ACKNOWLEDGEMENT
I have read and understand the content and expectations of the Lenawee
Employee/Intern/Vendor/Contractor/Guest Information Security Policies Manual.

County

I acknowledge that I have access to a copy of this policy and agree to abide by the policy guidelines as a
condition of my employment and my continuing employment, as a regular employee, a vendor, or a
guest, with the Lenawee County Government.
I understand that if I have questions, at any time, regarding this acceptable use policy, I will consult with
my immediate supervisor and/or Lenawee IT staff members.
Please read this policy carefully to ensure that you understand the policy before signing this
document.

Employee Signature:
Employee Printed Name:
Date:

Date of Adoption: April 10, 2019
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Policy#2019-0011

Glossary of Terms
Alpha-Numeric and Special Characters - For the purposes of this document, the term "Alphanumeric and Special Characters" refers to, utilizing digits and punctuation characters as well as letters
during passphrase creation e.g. A-Z, a-z, 0-9, !@#$%^&*()_+|~=\‘{}[]:";’<>?,./
Assets – For the purposes of this document, the term “assets” refers to, any electronic device connected
to the Lenawee County network infrastructure.
Availability – For the purposes of this document, the term “Availability” refers to the last component
of the CIA (Confidentiality, Integrity, Availability) Triad, and is one of the core principles of information
security. In this context the term refers to the availability of Lenawee County data, systems, access
channels, and authentication mechanisms.
Cable Modem - A device used to connect a single computer or a network to a cable company's service
for Internet access. The same physical cable coming into the house or office also provides TV and voice
(VoIP) service.
Cisco - Cisco Systems, Inc. is an American multinational corporation headquartered in San Jose,
California, United States, that designs, manufactures, and sells networking equipment.
Confidentiality - For the purposes of this document, the term “Confidentiality” refers to the first
component of the CIA (Confidentiality, Integrity, Availability) Triad, and is one of the core principles of
information security. In this context the term refers to the confidentiality of Lenawee County data,
systems, access channels, and authentication mechanisms.
DSL - Digital subscriber line is a family of technologies that provide internet access by transmitting
digital data over the wires of a local telephone network.
Frame Relay - Refers to a standardized wide area network technology that specifies the physical and
logical link layers of digital telecommunications channels using a packet switching methodology.
Hosts - Refers to any computing device that is connected to the Lenawee County network
infrastructure.
Information Technology - Refers to the development, management, and use of computer-based
information systems.
Integrity - For the purposes of this document, the term “Integrity”” refers to the second component of
the CIA (Confidentiality, Integrity, and Availability) Triad, and is one of the core principles of
information security. In this context the term refers to the integrity of Lenawee County data, systems,
access channels, and authentication mechanisms.
ISDN - Integrated Services Digital Network (ISDN) is a set of communications standards for
simultaneous digital transmission of voice, video, data, and other network services over the traditional
circuits of the public switched telephone network.
Non- Repudiation – For the purposes of this document the term “Non- Repudiation” refers to, a
service that provides proof of the integrity and origin of data, as well as an authentication that with high
assurance can be asserted to be genuine.
Network Infrastructure - A Network's Infrastructure includes the physical hardware used to transmit
data electronically such as routers, switches, gateways, bridges, and hubs.
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Network Storage Device – any mass storage device connected to the County network (not local PC),
primarily the County Data Center, commonly known to users as network drives: G:, H:, M:, etc…
Public/Private Keys - Public-key cryptography refers to a cryptographic system requiring two separate
keys, one of which is secret and one of which is public.
Remote Access - Refers to a connection to a data-processing system from a remote location, for
example through a virtual private network.
Security Patches or Security Updates- A security patch or security update is a change applied to an
asset to correct the weakness described by a vulnerability.
Sensitive Information – Refers to any information that should not be within the public domain.
SSH - Secure Shell (SSH) is a cryptographic network protocol for secure data communication, remote
shell services or command execution and other secure network services between two networked
computing devices.
SSL / TLS- Refers to Transport Layer Security (TLS) and its predecessor, Secure Sockets Layer (SSL),
these are cryptographic protocols that provide communication security over the Internet.
Virtual Private Network (VPN) - Refers to technology for using the Internet or another intermediate
network to connect computing devices to isolated remote computer networks that would otherwise be
inaccessible.
Wireless Network Access - Methodology that allows wireless devices to connect to a wired network
using Wi-Fi, Bluetooth or related standards. Lenawee County has three (3) separate wireless network
access points.
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